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1 Introduction

Structural and technological changes in the communications marketplace have forced a
rethinking of the service provision model. The national champions of the proceeding
century have seen their home markets split among multiple Telcos. The demands for
lower prices and higher levels of service have brought previously unseen margin
pressures. Providers of alternative communications platforms (wireless, voice over IP)
have brought new sales challenges and enhanced competition. And, the growth of the
Internet has raised serious questions as to the role of the Telco in an era of data and
voice convergence over multiple network architectures.

First and foremost among these wants are requirements for integrating the Internet and
its applications and technologies into core business processes. And, existing in parallel
with these demands is the need for effective security provisioning - in the areas of
regulating access to data, authenticating specific users and groups of users and securing
the flow of communications throughout the business infrastructure. Virtual Private
Networking (VPN), through the network and application independent IP Security
(IPSec) protocol, offers an effective platform for the provision of such security.

For the service provider, these VPN applications not only resolve crucial security
issues, but they also bring a wealth of opportunities. Closed sales cycles can be re-
opened with the introduction of managed security services, while new customer
relationships can be built through the provision of secure network-to-network, remote
access and company-to-company connectivity.

To tap into this business potential, service providers must consider a number of issues in
designing their new VPN services. First and foremost among these is the selection of
VPN enabling solutions (IPSec devices) that match the needs of the service provider. At
their most basic levels these requirements include performance at the bandwidth levels
of the customer, tamper proof security, and black box installation. In order to develop
secure connectivity solutions with a competitive edge, however, service providers must
be able to bring to their customers products that can be built into demonstrable levels of
service with justifiable billing structures. These requirements demand a set of advanced
features that must be fully integrated into the IPSec device. Many can be classified as
management centric, and others address auditing and availability of the provided secure
traffic. In all, though, the advanced features give the provider the capability to provide
managed, secure communications according to Service Level Agreements (SLAs).

The following paragraphs will touch on a number of the key advanced feature
capabilities, describing their import and the added value they provide.

Quality of Service

The provision of secure traffic on its own does not create a managed VPN service.
Secure tunneling must be accompanied by the ability to guarantee levels of end-to-end
traffic delivery according to the needs of the corporate enterprise. An effective method



for doing so is through the inclusion of Differentiated Services (Diffserv) Class of
Service (CoS) criteria into the IPSec process. Such CoS data enable service providers to
effectively ensure the reliability and performance of a customer's traffic by prioritizing
bandwidth across the network. CoS is also advantageous because of its future proof
qualities. CoS markings can be read by Diffserv-enabled IP devices of other providers,
and can be incorporated into next generation networks built on Multi Protocol Layer
Switching (MPLS) systems. For the provider, the combination of CoS and IPSec
functionality offers an effective combination of demonstrable added value, through the
integration of new functionality (security) with structured service delivery (QoS).

Accounting

Managed VPN services, especially those involving remote access applications, require
comprehensive accounting and billing capabilities. Companies using such services often
structure them according to department usage levels and distribute costs accordingly.
Technologies exist in the market, such as RADIUS and LDAP-based applications, to
provide comprehensive accounting and billing platforms. IPSec devices can interoperate
with these solutions, and the combination of the two provides detailed logging
information on authenticated remote users, along with granular event log information.
These reporting capabilities can then serve as the basis for billing justification to the
customer, further demonstrating the successful provision of service according to SLAs
and the reliability of the managed VPN service.

Management

Management is one of the most important aspects of a managed VPN service. It extends
into the very nature of the service provided to the customer, the support the customer
receives and the ability of the provider to deliver on agreed service levels. Management
begins with the architecture of the IPSec systems used as the foundation of the VPN
service. With effective IPSec management tools, a service provider can maintain
complete network management at the Network Operations Center (NOC) or delegate
control functions to customers for whom local policy making is essential. In addition,
the service provider can assign management functions according to the roles of its
different levels of staff and structure its VPN service administration on a network, rather
than device basis - an essential requirement for scalable version upgrading or large-scale
network administration. And, the provider will have at its disposal centralized and
remote debug tools in order to track and resolve technical issues as they arise. The
combination of these features results in the effective creation of not just a secure tunnel
between sites or users, but a provider maintain product, packaged and sold as a
complete service, and marketable to the customer as a solution with tangible business
benefits.

Availability

As the pricing of service provision continues to move towards the SLA model,
providers must be able to guarantee network uptime and the delivery of
communications services without a single point of failure. As with the other features
presented thus far, the IPSec devices that create the VPN are essential ingredients in the
provision of available services. Thus, the IPSec systems should offer support for hot
swappable redundant configurations, in which the transfer of secure communications



from master to slave can occur without the loss of individual traffic sessions. They
should also be designed without any single point of failure, thus minimizing the risk of
service down time. Also of primary relevance is mean time between failure (MTBF) and
the capability of the IPSec systems to operate continuously for very long periods of time
(years). This need includes regular operation and the ability to implement system
maintenance without device re-starts. From the customer's perspective, the provision of
communications availability is a fundamental necessity. Failure on the provider's part to
offer reliable service can negatively affect the trust necessary between provider and
customer.

Pricing

As mentioned above, the service provision industry operates in a challenging
environment. Margins are low and downward price pressures threaten to further lower
profit potential. Managed VPN and security services offer an effective means to boost
revenue, but only if the ratio between CPE cost of goods and end user price is
sufficiently to the advantage of the service provider. The cost of ownership of the IPSec
system forms an essential element of this equation, and also serves as an area of
confusion. The different varieties of solutions on the market (software, router, OS or
dedicated hardware) are based on different pricing structures. Some seem more cost
effective than others, until issues such as the server or operating system required to
operate the solution, or acceleration cards necessary to reach acceptable performance
levels, are taken into account. The most cost-effective model is that of dedicated
hardware. Operating as stand-alone solutions, hardware-based IPSec devices can
incorporate the complete array of VPN services without the addition of costly non-VPN
specific products. This quality results in a service which is less expensive to deliver and
thus potentially more profitable to the provider.

2 3Com

2.1 3Com® SuperStack® II Router 400 series

The 3Com® SuperStack® II Router 400 series delivers high performance virtual private
networking and multi-protocol data routing capabilities in a single platform, providing
maximum flexibility for the networking needs of today’s medium-size enterprises. It
offers one scalable solution for multiple connectivity needs: secure remote access for
mobile users and telecommuters, secure site-to-site connectivity, multiprotocol routing,
and a simple software migration path from legacy data networks to more cost-effective
VPNs.

A built-in hardware assist encryption chip offers unmatched 30 -Mbps throughput using
3DES, and supports up to 256 simultaneous site-to-site and client-to-site secure IP
tunnels using standards-based tunneling technology. VPN technology can also be used
to establish secure extranets for more efficient data exchange with business partners,
without compromising network security.



The SuperStack II Router 400 is powered by 3Com’s time tested Enterprise OS
software, which supports bridging and full multiprotocol routing (IP, IPX, and
AppleTalk), and includes the features necessary to support traditional site-to-site
connectivity such as Frame Relay, leased line, and X.21. Plus, it provides features to
ensure network resiliency such as firewall and disaster recovery, including dial on
demand, bandwidth on demand, and Virtual Router Redundancy Protocol.

2.1.1 Features

High Performance

Powerful processing architecture with hardware assist encryption delivers 30 Mbps processing
speed using 3DES.

VPN Solution

The platform enables companies to build reliable, secure connections to mobile users,
telecommuters, branch offices, and business partners using virtual private networks
(VPNs).

Security

Standards-based encryption, integrated firewall, Network Address Translation (NAT),
and authentication features ensure that the data network will remain secure and
protected from intrusions over the Internet.

Standards Support

3Com’s Enterprise OS software is based on industry standards for features, such as data
compression, tunneling, and security.

Scalability

The SuperStack® II Router 400 supports up to 256 simultaneous encrypted tunnels in
any combination of individual mobile users or LAN tunnels without performance
degradation.

Integrated Routing

With robust routing code in the Enterprise OS software, the router provides IP, IPX, and
AppleTalk routing capabilities for sending both nonencrypted and encrypted data.

Flexible VPN Solution

The SuperStack II Router 400 provides one scalable, cost-effective solution for
extending the corporate enterprise to mobile users, branch offices, small offices, and
business partners.

VPN for Mobile Users



For providing cost-effective, secure connections to your mobile users and
telecommuters, 3Com’s client-to-LAN VPN solution offers instant, secure remote
access using Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol
(L2TP), and IP Security (IPSec) tunneling with encryption. A key advantage of the
solution’s PPTP support is that VPN connectivity is available without additional
software on all desktops running Windows 95, Windows 98, and Windows NT (as
Microsoft includes PPTP and Microsoft Point-to-Point Encryption [MPPE] encryption
as part of its operating system). This greatly simplifies client administration.

VPN for Site-to-Site Connectivity

For the corporate intranet, 3Com’s site-to-site voice and data solution lets you create
secure, affordable branch office connections. Using PPTP/ L2TP tunneling and IPSec
encryption, you can build a secure intranet for your business or easily migrate to a VPN
solution from an existing technology such as Frame Relay. The site-to-site voice and
data solution can also be used for WAN backup or when you need to temporarily
augment bandwidth due to overflow.

VPN for Business Partner Connectivity

3Com’s extranet VPN solution provides both client-to-LAN and site-to-site connectivity
options, giving you the flexibility you need to connect business partners with a diverse
mix of remote access technologies. The 3Com extranet solution lets you enforce
authentication and authorization outside the enterprise firewall, further strengthening
security.

Robust Security with Multiprotocol Software

3Com software provides the flexibility and intelligence required to meet today’s rapidly
changing internet-working requirements. For VPN solutions, the software provides IP
and IPX RAS as well as complete multiprotocol support for site-to-site VPNs. It
supports PPTP, L2TP, and IPSec for building secure tunnels to transport multiprotocol
voice and data traffic over a public IP network.

For the strong security required to deploy VPNs, 3Com solutions support IPSec
encryption including DES, 3DES, RC5, HMAC-MD5 and HMAC-SHA1 algorithms,
Internet Key Exchange (IKE), PAP, CHAP, and MS-CHAP. To allow only valid users
access to the network, 3Com solutions utilize authentication including support for
RADIUS, Extensible Authentication Protocol (EAP) for token-based security, and NT
domain and LDAP client for user-based firewall.

Software Support

The SuperStack II Router 400 is powered by 3Com’s Enterprise OS software, which provides
support for:

 Multiprotocol routing — Bridging and multiprotocol routing (IP, IPX,
AppleTalk) can be accomplished over a wide range of WAN services with
throughputs of 32 thousand packets per second.

 QoS — Resource Reservation Protocol (RSVP) provides dynamic Quality of
Service (QoS) for out-bound traffic on PPP and Frame Relay virtual ports.



 Resiliency — Auto-dial backup and disaster recovery features such as dial on
demand (DOD), bandwidth on demand (BOD), and Virtual Router Redundancy
Protocol (VRRP) ensure network reliability and cost-effective WAN
management. In addition, the switch supports power supply redundancy with the
use of the SuperStack® II Advanced Redundant Power System.

 Embedded IP firewall — Firewall protection provides users with outbound
access while inside the VPN and prevents outside users from gaining inbound
access. It also makes it possible to restrict data within the network.

VPN Solution

The SuperStack® II Router 400 is at the core of 3Com’s VPN solution, offering one
consistent platform for secure remote access, site-to-site connectivity, and management
of enterprise data over the Internet — all at an affordable cost.

Features

Basic Connections

Fixed:

2 10/100 Ethernet
2 FlexWAN serial

Options:
2 ISDN BRI U ports
2 ISDN BRI ST ports

CPU

Motorola 860 DH processor
3DES H/W encryption co-processor

LAN and WAN Protocol Support

AppleTalk II, NLSP, IPX WAN v2, RIP/SAP, 802.1Q, X.25, Frame Relay, SMDS,
PPP, 802.1d bridging, Multilink PPP

Line Speed



Ethernet: 10/100 Mbps, up to T1/E1 per FlexWAN serial port

FlexWAN Serial Port

Data speeds up to 4 Mbps
WAN services: Frame Relay, X.25, PPP leased or dial, SMDS
Autosensing of cable type: RS-232 DTE, V.35 DTE, X.21 DTE, RS-449

Memory

16 MB Flash memory (base chassis)
32 MB DRAM (base chassis)

Data Support

IP routing (RIP, RIP2, OSPF)
Transparent bridging
Frame Relay access and switching X.25 access and switching
PPP (async and sync)
Async transport
NAT

Management

Local/remote async access
SNMP
Telnet
1 console port
Web link support

Software Features

VPN/Security
PPTP, L2TP, IPSec (DES, 3DES, RC5, HMAC-MDS, HMAC-SHA1), MPPE (RC4),
EAP, RADIUS, PAP, CHAP, MS-CHAP, CHCP, IPCP, IPX, RAS, firewall, NAT

TCP/IP

RIP, OSPF, Multicast IP, (DVMRP, MOSPF, IGMP), Telnet, ICMP, TFTP, FTP, UDP,
RTF, (R)ARP, CIDR, TUBA, UDP helper, integrated IS-IS, In ARP, NAT, PPTP,
RIPv2, Ipv4, VRRP

Dimensions

Width: 30.5 cm (12 inches)
Height: 4.3 cm (1.7 inches)
Depth: 43.9 cm (17.3 inches)

Weight



4.54 kilos (10 lbs)

Environmental

Operating: 0 to 50ºC (32 to 122ºF)
Nonoperating: -40 to 75ºC (-40 to 167ºF)
Humidity: 8 to 80% noncondensing
Thermal: 137.2 maximum BTU per hour

Power
100 to 240 VAC
Consumption: 40 W AC; RPS 25 W

Agency Approvals

Product Safety
Canada: CSA certified, ref. CSA-22.2, No. 950
European Union: TUV licensed, ref. EN 60950, 2nd ed.

Emissions

Canada: 3Com declaration, ref. EN 55022, Class A, CAN/CSA, C108-8 M1983
European Union: 3Com declaration, ref. EN 55022, Class A
Japan: VCCI grant of approval, ref. VCCI, Class 1, ITE
U.S.: 3Com verified, ref. FCC Part 15, Class A IEC EN 55022 (C.I.S.P.R.22), Class A
1985

Immunity

European Union: 3Com declaration, ref. EN 50082-1

Telecommunications

European Union: Type approved, CTR1, CTR2, CE marked under Telecommunications
Terminal Equipment Directive (98/13/EC)

Warranty

1 year

Options

SuperStack® II Router 400
Each SuperStack® II Router 400 includes two 10/100 autosensing
Ethernet LAN ports, two FlexWAN serial ports, two ISDN BRI (U or
S/T) ports, one console port, 16MB Flash memory and 32MB SDRAM
memory. It comes pre-loaded with IP/IPX/AT software, and is available
with or without encryption.
SuperStack II Router
400U with IP/IPX/AT Software

3C400U

SuperStack II Router
400ST with IP/IPX/AT Software

3C400ST



SuperStack II Router
400U97 with IP/IPX/AT 128bit/3DES encryption
Software

3CR400U97

SuperStack II Router
400ST97 with IP/IPX/AT 128bit/3DES encryption
Software

3CR400ST97

FlexWAN cables for the SuperStack® II Router 400
RS232 DTE FlexWAN Cable 3C89001
V.35 DTE FlexWAN Cable 3C89005
X.21 DTE FlexWAN Cable 3C89009
RS449 DTE FlexWAN Cable 3C89013

3 ALCATEL (InternetWorking Solutions)

3.1 Alcatel 5630 Secure VPN Management Suite

The Alcatel 5630 Secure VPN Management Suite (formerly Newbridge 830 Secure
VPN Management Suite), a component of the Alcatel Secure VPN Solution, offers a
turnkey solution with an integrated public key infrastructure (PKI) for automated
certificate management and support for LDAP-compliant X.500 directories. The Alcatel
5630 includes the Entrust/PKI 4.0, which acts as the Certification Authority,
PeerLogic’s LDAP-compliant i500 directory, and the Alcatel 5631 Secure VPN Policy
Manager. The Alcatel 5631 Secure VPN Policy Manager, which manages attribute
certificates that define VPN policies for the user, allows you to control communication
between users and devices to guarantee a high degree of access control.

The Alcatel 5630 Secure VPN Management Suite (SVMS), formerly the 830 SVMS*, a
component of the Alcatel Secure VPN Solution, offers a turnkey solution with an
integrated public key infrastructure (PKI) for automated certificate management and
support for LDAP-compliant X.500 directories. The 5630 SVMS includes the
Entrust/PKI 4.0, which acts as the Certification Authority, PeerLogic's LDAP-compliant
i500 directory, and the Alcatel 5631 Secure VPN Policy Manager (SVPM), formerly the
831 SVPM*.

The Alcatel 5631 SVPM, which manages attribute certificates that define VPN policies
for the user, allows you to control communication between users and devices to
guarantee a high degree of access control. The Alcatel solution also gives you the
flexibility to centrally manage secure VPN deployments with your choice of PKIs and
directories. The 5631 and the other components of the Alcatel solution support
certificates from Entrust, GTE CyberTrust, VeriSign, Netscape, Baltimore, RSA
Security and Xcert.

3.1.1 Key Benefits

Central management



The Alcatel Secure VPN Solution gives you greater flexibility and scalability for your
network by allowing you to centrally manage your network, adding or removing users
as the need arises.

Flexible PKI support

The 5630 SVMS is integrated with a standards-based PKI from Entrust to provide
automated digital certificate management. For deployments that have other PKIs in
place, the 5631 SVPM and the other components of the Alcatel solution also support
offline certificate management with certificates from VeriSign, Netscape, Baltimore,
GTE CyberTrust, RSA Security and Xcert.

Extensible VPN policy

Directory-based VPN policy management gives you the ability to control
communication between users and devices by assigning an attribute certificate to a user
that defines VPN policies for that user. This allows you to manage multiple secure
VPNs under one or more PKIs.

Scalable architecture

The 5630 SVMS's compatibility with standard LDAP-compliant X.500 directories, such
as the i500, Netscape and Siemens, enables you to support millions of nodes on your
network while providing large-scale performance and availability.

Capacity

10 million nodes

PKI Support

Entrust, GTE CyberTrust, Verisign, Netscape, Baltimore, RSA Security and Xcert

Directory Support

PeerLogic's i500, Netscape, Siemens

System Requirements

System
Requirements

Operating
System Processor RAM

Hard
Disk

Space

Alcatel 5631

Windows
NT 4.0
(server)

and
SP3***

Pentium
166

64
MB

250
MB

Entrust/PKI*

Windows
NT 4.0
(server)

and
SP3***

Pentium
200

96
MB

250
MB

i500 Windows Pentium 256 1 GB



directory** NT 4.0
(server)

and
SP3***

200 MB

* Entrust/PKI is also available for Solaris 2.6.
** i500 directory is also available for Solaris 2.5 (or later).
*** Also supports Service Pack 4 and 5 for Windows NT.

3.2 Alcatel 7130 Secure VPN Gateway Series

Alcatel has a complete family of secure VPN gateways: the Alcatel 7132, 7133, 7134,
7137 Secure VPN Gateways (formerly Newbridge 230 Series Secure VPN Gateways).
These products are tamper-resistant gateways that secure data communications for
intranets, extranets and Internet remote access.

The dedicated network equipment devices fit into any existing infrastructure to perform
secure VPN services. All four versions of secure gateways can be configured, monitored
and audited remotely from anywhere on the secure VPN using the Alcatel Secure VPN
Remote Configuration Utility.

Secure VPN Gateways IPSec-compliant hardware-based secure VPN gateways
Newbridge Secure VPN gateways, components of the TimeStep Secure VPN Solution
from Newbridge Networks, are tamper-resistant VPN gateways that secure data
communications for intranets, extranets, and Internet remote access. The dedicated
network equipment devices fit into any existing infrastructure to perform secure VPN
services for your network. Newbridge has four different secure VPN gateways, each
ideal for a particular deployment scenario — the Newbridge 232, 233, 234 and 237.

All four gateways come with the Newbridge 832 Secure VPN Remote Configuration
Utility, which allows the service provider to remotely configure, manage and upgrade
multiple gateways from any point on the secure VPN.

3.2.1 Key Benefits

Scalable architecture

The scalable architecture of the Newbridge 230 series supports thousands of tunnels to
the corporate LAN, allowing the corporation to expand its business both in terms of size
and diversity.

Reliability

The Newbridge 230 series offers redundancy through gateway clustering to protect
against disruption of service. This guaranteed session connectivity allows VPNs to be
used in mission-critical applications or for service providers to offer real VPN service
level agreements (SLAs). These gateways also offer proven hardware reliability in a
tamper resistant chassis that meets the FIPS-140-1 Level 2 standard.



Large-scale manageability

The Newbridge Secure VPN gateways can be configured from anywhere on the secure
VPN using the Newbridge 832. For advanced monitoring and capacity planning, the
Newbridge 230 series provides VPN information to SNMP managers and syslog
servers. These gateways can also send statistics to a RADIUS server that allow
organizations to bill for or audit remote access usage.

Flexible PKI support

An integrated Entrust or GTE CyberTrust public key infrastructure (PKI) enables you to
manage large-scale deployments of thousands of users and devices from one location.
For deployments that have other PKIs in place, the Newbridge Secure VPN gateways
also support certificates from VeriSign, Netscape, Baltimore, RSA Security and Xcert.

Performance

The Newbridge Secure VPN gateways offer fast, hardware-based DES and 3-DES
encryption for wire-rate performance. The Newbridge 237 also has a custom hardware-
based IPSec packet engine that supports thousands of VPN connections without
impacting performance. By allowing clients to access gates using compression, the
Newbridge 230 series helps users achieve better performance for remote access.

Interoperability

The Newbridge Secure VPN gateways are IPSec-compliant solutions that are IPSec-
certified by the International Computer Security Association (ICSA).

3.2.2 Features

Encryption

DES, 3-DES, RC5, Blowfish, CAST, IDEA (optional)

Authentication

X.509 certificate-based with RSA signatures, PKCS 10/7/12, shared secret, RADIUS,
ACE/SecurID, NT domain, NDS, TACAS+

Integrity

HMAC-MD5, HMAC-SHA-1

Key Management

IKE (formerly ISAKMP/Oakley), Diffie-Hellman

Protocol Support



TCP/IP, IPSec ESP/AH, LDAPv2, PKIX

Security Standards

IPSec, IKE, IKE-XAUTH, X.509v3, RSA. LDAPv2, PKIX, PKCS 10/7/12, IPComp

Compression

 LZS data compression
 LZS hardware assisted compression on the 237

Performance (hardware only) at 3-DES

 Newbridge 232: 2 Mb/s
 Newbridge 233: 4 Mb/s
 Newbridge 234: 10 Mb/s
 Newbridge 237: 70 Mb/s

Capacity (simultaneous secure sessions)

 Newbridge 232: 25
 Newbridge 233: 500
 Newbridge 234: 1,000
 Newbridge 237: 2,000

Certifications

ICSA-IPSec, ISO 9000, FIPS-140-1 Level 2 standard

3.2.3 Applications

Power teleworkers and SOHOs

The Newbridge 232 is a low cost dedicated customer premises equipment (CPE) device.
It is intended to communicate with other high performance Newbridge Secure VPN
gateway products located at central offices and is ideal for delivering managed VPN
service in distributed networks.

Branch offices and smaller corporate LANs with remote access

The Newbridge 233 and 234 are ideal for medium-sized deployments, offering a cost-
effective solution for providing secure VPN services between multiple sites, and remote
access. The Newbridge 234 provides the largest tunnel capacity in its class.

Large corporate LANs and thousands of remote users

In large-scale deployments, the Newbridge 237 is ideal for providing secure VPN
services at the corporate site with tunnels to branch offices, partners and/or large
numbers of remote users/telecommuters. The tunnels are protected by other Newbridge
products that are part of the TimeStep solution.



Model Bandwidth Number of
Secure

Tunnels

Application

Newbridge 232 2 Mb/s 25 SOHOs and
teleworkers:

cable modems
and DSL

Newbridge 233 4 Mb/s 500 Branch offices
and remote

access: T1/E1
Newbridge 234 10 Mb/s 1,000 and remote

access: Ethernet
Newbridge 237 70 Mb/s 2,000 High bandwidth

and remote
access: T3 and
Fast Ethernet

3.2.4 Physical Specifications

Newbridge
232/233/234 Newbridge 237

Size Height: 19.4 cm (7.625 in.)
Width: 27 cm (10.62 in.)
Depth: 3.2 cm (1.25 in.)

Height: 44.2 cm (17.25
in.)

Width: 29.5 cm (11.5 in.)
Depth: 4.5 cm (1.75 in.)

Weight 0.9 kg (2 lbs) 4.8 kg (10.5 lbs)
Environmental
requirements

Temperature: 5° to 40° C
(40° to105° F)

Humidity: 20% to 80%,
noncondensing

Temperature: 5° to
40° C (40° to105° F)

Humidity: 20% to
80%, noncondensing

Power
requirements Voltage: 100 to 240 V AC,

176 to 256 V AC
Frequency: 50 to 60 Hz
Power consumption: 10

watts

Voltage: 90 to 264 V AC,
176 to 256 V AC

Frequency: 47 to 63 Hz
Power consumption: 40

watts

Interface

Two RJ45 10Base-T
full duplex ports

TIA/EIA-232 console
serial terminal port

Two RJ45
10/100Base-T full

duplex ports
TIA/EIA-232 console

serial terminal port
Two external PMC

slots
Regulatory
approvals

EMC-FCC Class B approved
(232), CE, UL, and CSA

EMC-FCC Class A approved
(233/234)

EMC-FCC Class A
approved, CE, UL, and

CSA

Rackmount 19-inch rackmount shelf with
integrated power supply for

up to 12 gateway units
Rackmountable



3.3 Alcatel Secure VPN Client

The Alcatel Secure VPN Client (formerly Newbridge 130 Secure VPN Client) software
secures user connections to their corporate LAN anytime and from anywhere. Ideal for
Internet remote access by telecommuters and business travellers, it supports IPSec
tunneling and transport modes for PPP, Ethernet, Token Ring, cable modem, xDSL and
ISDN. Optional two-factor user authentication is available with any Entrust-Ready PC
token card or smart card.

3.3.1 Alcatel Secure VPN Client – Features

Encryption

DES, 3-DES, RC5, CAST, Blowfish, IDEA (optional)

Authentication

Certificate-based with RSA signatures, PKCS 10/7/12, shared secret, IKE-XAUTH
secured RADIUS, ACE/SecurID, NT domain, NDS, and TACACS+

Integrity

HMAC-MD5, HMAC-SHA-1

Key Management

IKE (formerly ISAKMP/Oakley), Diffie-Hellman

Protocol Support

TCP/IP, IPSec ESP/AH, LDAP

Security Standards

IPSec, IKE, IKE-XAUTH, X.509v3, RSA, PKCS 10/7/12, IPComp

Compression

LZS data compression

Connection Types

PPP, Ethernet, Token Ring, cable modem, xDSL, ISDN

Certifications

ICSA-IPSec



4 AshleyLaurent

4.1 VPCom

4.1.1 Overall VPCom Architecture

VPCom is an IPSEC based network encryption architecture. VPCom also provides disk
and directory encryption The architecture is platform independent and transparent to all
applications. Since IPSEC will be part of the next generation of the Internet,
investments made today will be backward compatible for many years to come and
provide a growth path for interoperability.

VPCom consists of a multi-layered security architecture which defines relation ships
between gateways, and remote hosts behind gateways. This allows each station, whether
it is a gateway or station, to define its own security policy. Stations can only define
policies that control access to that specific station. Gateways can define policies that
control not only the gateway station, but also any remote hosts that are to be accessed
via a tunnel on the gateway. In addition to station level access control, port level access
control is included.

The architecture consists of key management, traffic encryption, authentication,
compression, auditing and alerting. The key management is based on the IPSEC
ISAKMP/OAKLEY (IKE) standard, which is a strong form of Diffie-Helman key
exchange. The basic premise of the key exchange protocol is that some part of band
keying material must be stored. However, key exchanges are authenticated using digital
signatures. VPCom contains a key management infrastructure that allows different key
management implementations to co-exist on a single station. An example of this would
be manual key management and IKE.

VPCom allows certificates to be supplied in IKE exchanges. The certificates can be
accessed on a local disk, through a PC Card, or via LDAP (LightWeight Directory
Access Protocol). Client Server applications that use certificates to perform application
specific security measures will enjoy the benefit of using those same certificates in
VPCom policy management.

On a per-port or per-station level, VPCom allows different "transforms" to be used to
define options that specify how each packet is encrypted, authenticated, and
compressed. VPCom defines an extensible filtering framework that allows new
transforms to be added. NULL transforms are also allowed, which can require
authentication to access a specific port, but once authenticated, the traffic is passed in
clear text and unauthenticated.

4.1.2 VPCom Security Appliance



Ashley Laurent's Network Security Appliance (NSA) offers a comprehensive security
solution that seamlessly integrates with your current network configuration and business
needs. The self-contained unit is a convenient 19" wide, 1U (1.75") tall rack-mount
configuration. Combining a robust firewall with Virtual Private Networking, the NSA
enables you to control all aspects of Internet access. The NSA is an effective security
solution for a multiple branch office environment as well as the single-site network
configuration.

Network managers can provide group level management for multi-site installations
from a single location and track activity down to the user and port level. The NSA has
real-time activity tracking that provides visibility for discarded packets and denied
connection attempts that could indicate an attack on your network. The NSA provides
extensive security and usage policy options as well as traffic monitoring and
customizable reports that give you the tools necessary to ensure efficient and secure
utilization of expensive network resources. IPSec secured Remote Management allows
the NSA solution to be securely managed from anywhere, via the Internet.

Starting at just $1599.00, it is aggressively priced for small to medium-sized businesses.
The VPCom Security Appliance is a complete solution able to support hundreds of local
and remote users.

VPCom supports manual or IKE key management. PKI is also supported in IKE
exchanges. Out of band certificate and private key store is provided by PC Cards or
encrypted local disk storage.

VPCom supports a flexible key management framework. This allows multiple key
management frameworks to co-exist simultaneously, giving flexibility for future add-
ons, while maintaining backward compatibility.

The current implementation consists of the key management framework, the IKE and
Manual Key "Plug-Ins" and the SA (Security Association) Messaging component.

At present, VPCom supports a "mini" CA that allows PKCS 7 and 10 Certificate
Enrollment messages to be generated. These certificates can be stored on either the local
hard drive or on a PC Card. As an option, support for Entrust CAs is available.

4.1.3 VPCom

VPCom is based on the IPSec (Internet Protocol Security) , an IETF standard which
defines standards for performing key exchange protocols, tunneling and packet
formatting which includes encryption and authentication, and the use of PKI public key
technology in key exchanges.

In addition to the IPSec Standard, VPCom provides extensions to DNS (Domain Name
Service) which allow an internal mapping of address and host name assignments to
specific nodes which are to be secured, to co-exist with the standard DNS naming and
existing Firewall implementations which use NAT (Network Address Translation).



Future revisions of VPCom CA will provide the ability for users to extend the PKI
capabilities to seamlessly include both Application and VPCom specific policy
information in a single certificate.

There are three user applications which come with VPCom which are of primary
importance:

PKISigner.exe

This is the VPCom CA (Certificate Authority). This application is used to define the
organization structure hierarchy including departments and individuals. Then for the
Organization and each individual, an X.509 certificate is generated. These certificates
are used for VPCom Gateways and Remote Access Client’s to authenticate with each
other.

VPNServer.exe

This application isthe VPCom Gateway. This software is installed on a dedicated NT
Machine which will exist in each of your branch offices. This VPCom Gateway will
protect all the machines in it’s branch office, without requiring any software to be
installed or configured on any of those machines. The VPCom gateway acts as an
intermediate routing device, capturing and encrypting all of the traffic.

VPNClient.exe

This application is used for remote access clients, who wish to access computing
resources within branch offices which contain the VPCom Gateway. The configuration
and setup of the VPCom Client software is essentially a subset of the VPCom Gateway
software. The primary difference between the two, is that the VPCom Gateway can
protect other systems which do not have VPCom software, whereas the VPCom Client
cannot. However, two users with VPCom Client software can protect traffic sent
between each other in a peer to peer configuration, without requiring a VPCom
gateway.

VPCom is software based network security and VPN solution. The core technology of
VPCom consists of the following standard and preliminary extensions:

 IETF IPSec Standard
 IETF IKE Standard (ISAKMP/OAKLEY)
 IEFT PKI Standard
 RSA PKCS Standard
 Firewall
 INS*
 NAT
 DHCP
 IETF LDAP Standard
 CCITT/ISO X.208 ASN.1 Notation Recommendation

CCITT/ISO X.209 BER/CER/DER Recommendation
* Indicates the item is preliminary extension



VPCom is based on the Client-Server software model, which is similar to the Windows
NT operation system model. The server part consists of different service providers, each
service provider offers specific services, such as cryptography, storage, key
management… etc, to the client, shielding the client from the details of how the services
are implemented. There is a well-defined interface between each pair of adjacent service
provider and client. The interface defines the services offered by the service provider to
the client and how those services will be accessed. The corresponding software
specifications of those interfaces are listed in the reference. VPCom consists of four
major software components:

 Virtual Bridge
 Network Security Management Module
 PKI Service and Certificate Management Module
 Directory Service and User Management Module

In this document, we will illustrate the internal architecture of (2) and (3); the work of
designing framework for module (3) is still undergoing.

5 Axent

5.1 PowerVPN with RaptorMobile

IPSec, Firewall-independent Virtual Private Network with Free client

With PowerVPN you can:

 Significantly reduce your telecomunication costs
 Securely extend your network perimeter
 Easily manage traffic
 

 
Most Secure ProxySecured VPN server.

The PowerVPN server uses our proxy scanning technology to monitor traffic passing
through the VPN server. This allows an administrator to establish the most secure
Extranet VPNs with third parties such as customers or partners. This also ensures that
the 3rd party is subjected to the same stringent policy rules that are applied to the
corporation's current internal employees.

Firewall independent VPN server.

An AXENT VPN solution can now be deployed either without the need of a firewall or
behind a non-AXENT firewall product. This flexibility allows customers to place VPN
services behind a firewall, on a separate server, without reducing the security of the
connection. This ensures that the CPU intensive firewall and VPN services can be
separated for improved performance and improved security.



Designed for Large-Scale Deployments

Users can now be managed in groups or individually. Groups enable an administrator to
easily create a set of security policies that are associated with individual user types such
as sales, engineers and management. Each group can then be identified with specific
authentication, subnet, and protocol privileges. In a situation where a new sales person
enter the organization, their name is placed in the appropriate predefined group and they
automatically inherit all the security policies assigned to their peers.

Integrated with Light Weight Directory Access Protocol (LDAP).

Authentication can be performed using information stored on LDAP servers. This
simplifies the storage of user information by enabling one centralized repository that
can be used by other applications. This also enhances our current support for Windows
NT, Radius, and TACACS+ repositories.

Standards compliant.

ICSA IPSec certification means that the product meets stringent interoperability
requirements among products of different vendors. These requirements are defined by
ICSA with the AIAG as an ANX VPN user and the IETF. Certified products also meet
the requirements of ICSA Cryptography Product Certification including criteria
addressing algorithms, implementation mistakes, and black-box testing. Evaluation
criteria is available at http://www.icsa.net. ICSA also uses the PowerVPN Server as a
reference product for all other product certification testing.

Remote centralized management

New to this version is the ability to centrally manage and administrate the PowerVPN
Server. This further simplifies large scale and geographically dispersed deployments.

NAT Support.

This version introduces full support for Network Address Translation (NAT).

Free product evaluations.

It is very easy to evaluate our product, since no license key is needed for 30-day product
evaluations.

Optionally upgradable to include the award winning Raptor Firewall.

The new PowerVPN Server gives you the flexibility to optionally incorporate the
Raptor Firewall if your future needs should dictate.
Secure VPN Client With Personal Firewall   
Overview

In today's increasing mobile workforce, users can access your corporate network from
anywhere: home, the airport, a satellite office or in a hotel room half a world away.
Many organizations are using the Internet to access the corporate network from remote



locations, which is ideal for cutting long-distance and toll-free costs, but leaves data
vulnerable.

While the Internet is more affordable than a dedicated line, it isn't private or secure
unless you have the right technology.

Product Description

AXENT's RaptorMobile™ is an easy-to-use, proven virtual private networking (VPN)
client that provides laptop/desktop PC-to-server encryption and authentication. Working
with the PowerVPN ® Server to build secure tunnels through the Internet for safe,
secure PC connections to your corporate LAN, it safely connects your critical business
systems to field sales personnel, telecommuters, remote access and trusted partners.

Technical Features

 1-Step Configure: RaptorMobile clients can be configured in one step. The
administrator has the option of providing a "bootstrap" file along with the
installer application. This bootstrap provides all of the necessary configuration
parameters for the user, except their authentication information. This ensures
fewer setup problems and as a result, fewer helpdesk calls. In addition, any
policy changes made by the administrator can be made at the PowerVPN Server
and are automatically downloaded and installed on the client the next time they
connect - transparent and hassle-free.

 1-Step Connect: To ensure ease-of-use, RaptorMobile provides its 1-step
connect feature. This feature allows users to securely connect to your corporate
VPN server in one step. RaptorMobile automatically negotiates with the server
to establish a secure tunnel that adheres to the guidelines of your corporate
policies. Optionally, organizations may choose from a variety of stronger
authentication technologies such as two factor authentication tokens.

 Centralized Management of Virtual Private Networking: RaptorMobile and
the PowerVPN Server work together to make it easy to deploy and control
multiple VPNs. From the Raptor Management Console, an administrator
maintains control over network access by remotely managing your corporation's
VPN Servers.

 IPSec/IKE Standard-Compliant: RaptorMobile is fully compliant with the
IPSec standard. This ensures interoperability with your partners while protecting
your investment.

 Encryption: RaptorMobile supports a variety of encryption protocols, including
exportable DES for RaptorMobile deployment anywhere in the world and Triple
DES for the strongest level of encryption.

Technical Requirements
Product Specifications

 Microsoft ® Windows™ 95 or 98
 Microsoft Windows NT Workstation/Server 4.0
 Microsoft Windows 2000

Hardware Requirements



Minimum recommended configuration is a Pentium uniprocessor with a minimum of 16
MB RAM, minimum 640 x 480 color VGA video display.

Network Interfaces

RaptorMobile can be connected to 10/100 MB Ethernet and 4/16 Mbps Token Ring
LAN networks. It also supports Microsoft PPP over dial-up links. This product supports
the PCI, ISA and PCMCIA-based interfaces.

Strong Authentication Methods
 RaptorMobile supports a wide range of popular, strong authentication methods,

including:
 Defender Token and Soft Token o Entrust X.509 Certificates (domestic only)
 SecurID by Security Dynamics o CRYPTOCard tokens from CRYPTOCard
 S/Key

Should your security policy not require authentication tokens, you can use the standard
user ID and password authentication. With AXENT's exclusive Smart Security
Architecture product direction, our goal is to implement integrated security solutions.
With common repositories and administrative and monitoring consoles, AXENT ®
enables you to configure the 'right' level of trusted e-security for your business.

 Installs in minutes on laptops and desktop PCs for an uncomplicated security
solution

 Accepts automatic policy updates from administrators
 Quickly establishes a VPN tunnel with the PowerVPN Server, providing a

secure envelope in which data may be safely transmitted over the Internet
 Works with the PowerVPN Server to deploy and control multiple VPNs
 Maintains control over network access by remotely managing your corporation's

VPN Servers from the Raptor Management Server
 Ensures interoperability with partners while protecting your investment by being

fully compliant with the IPSec standard

Supports a variety of encryption protocols including Exportable DES and Triple DES 

6 Certicom

It only provides VPN clients for light computers based on PalmOS,  Windows CE, etc.



7 Cisco

7.1 Virtual Private Networks

Virtual private networks (VPNs) connect branch offices and remote users by utilizing a
shared or public network, such as the Internet, while providing the same security and
availability as a private network. Because VPNs use an existing shared WAN
infrastructure, costs are less expensive and deployment is faster than traditional private
networks. Telecommuters, mobile users, and branch offices all require dependable
access to company intranets, so businesses of all sizes are beginning to see the
advantages of deploying VPNs.

Small Offices

Cisco 800 Series - ISDN, serial, IDSL, and ADSL access routers
Cisco 900 Series - Cable access modem/router

Branch Offices
Cisco 1600 Series - Modular/fixed access routers
Cisco 1700 Series - Modular remote access routers

Large Branch Offices

Cisco 2600 Series - Modular remote access routers
Cisco 3600 Series - High-density, modular remote access routers

7.2 Cisco 800 Series Router



The Cisco 800 series router offers enhanced network security and reliability through the
power of Cisco IOS® technology tailored for small offices and telecommuters.

Cisco 800 series routers extend the power of Cisco IOS technology to small offices and
corporate telecommuters. With Integrated Services Digital Network (ISDN), ISDN
Digital Subscriber Line (IDSL), and serial models, the Cisco 800 series of routers
addresses virtually all WAN services required by small offices and telecommuters.
Cisco IOS technology offers enhanced security, reliability, and safe investment with
low cost of ownership to enable customers to benefit from the Internet economy by
increasing productivity, simplifying communication, and reducing costs. The Cisco 800
series enables customers to benefit from value-added services such as managed network
services, virtual private networks (VPNs), point of sale (POS) applications, and secure
Internet access.

Figure 1: Cisco 800 Series Routers Give Small Offices and Corporate
Telecommuters Enhanced Security, Superior Reliability, and Safe Investment with

Low Cost of Ownership.

7.2.1 Cisco 800 Series Benefits

Leveraging its expertise and leadership in Internet solutions, Cisco Systems offers
routing solutions for small offices and telecommuters that provide secure and reliable
access to the Internet or corporate networks.

Enhanced Security

The Cisco 800 series routers have enhanced security features such as an integrated
stateful firewall and IPSec encryption to enable VPNs. These features allow small
offices and telecommuters to do business over the Internet while protecting valuable
resources.

Superior Reliability

Because Cisco 800 series routers are based on the same proven Cisco IOS technology
used throughout the Internet, small offices can depend on them day after day, year after
year. In addition, a Cisco 800 series router provides Internet access to multiple users
without being tied to a server or dedicated PC. This means that if a server on the LAN
crashes, other users remain connected to the Internet.

Safe Investment



The Cisco 800 series routers offer field-upgradable memory options so the latest
networking features can be added when necessary. With an advanced processor and
memory architecture, they can support future applications as customer networking
needs expand.

Low Cost of Ownership

By leveraging Cisco IOS software, customers using the Cisco 800 series can reduce
operational costs for training, manage- ment, installation, and deployment. The Cisco
800 series provides key WAN and ISDN optimization features, including bandwidth on
demand (BOD), dial on demand routing (DDR), time of day/access control lists (ACLs),
and always on/dynamic ISDN (AO/DI). The Cisco 803 and Cisco 804 routers also offer
an "all-in-one" solution that combines telephone, fax, and data communication on a
single access line.

Table 1 Cisco
800 Series

Models Model

Ethernet
LAN

WAN Analog
Telephone

Ports

Console
Port

Cisco 801 One 10BaseT
(RJ-45)

One ISDN BRI S/T
(RJ-45 connector)

None RJ-45

Cisco 802 One 10BaseT
(RJ-45)

One ISDN BRI U,
integrated NT1 (RJ-

45 connector)

None RJ-45

Cisco 803 10BaseT (RJ-
45) 4-port

hub

ISDN BRI S/T (RJ-
45 connector)

2 (RJ-11) RJ-45

Cisco 804 10BaseT (RJ-
45) 4-port

hub

ISDN BRI U,
integrated NTI (RJ-

45 connector)

2 (RJ-11) RJ-45

Cisco 805 One 10BaseT
(RJ-45)

One Smart Serial
port for synch, or

asyn dial up

None RJ-45

7.2.2 Product Features

7.2.2.1 Support for WAN Technologies

7.2.2.1.1 ISDN (Cisco 801-804)

The Cisco 800 series supports ISDN switched, leased-line connections, AO/DI, X.25
over ISDN D channel, Bandwidth Allocation Control Protocol (BACP), Multilink
Point-to-Point Protocol (ML-PPP), Compression Control Protocol (CCP) compression
(up to 4:1), and BOD with load balancing for links up to 128 kbps for effective
throughput up to 512 kbps.

7.2.2.1.2 IDSL (Cisco 801-804)



IDSL offers high-speed digital connections over an ISDN infrastructure and supports
data transfer rates up to 144 kbps. IDSL extends the reach of DSL connectivity for
customers outside a service provider's range for xDSL. IDSL supports VPN connections
for telecommuters and small businesses needing fast, reliable Internet access.
Serial (Cisco 805)

 Synchronous Serial Line (Cisco 805)—The Cisco 805 serial router is ideally
suited for small offices of up to 20 employees who need to connect multiple PCs
to the Internet via a single serial line such as Frame Relay, leased line, X.25, or
asynchronous dialup. The Cisco 805 router features one Ethernet port and one
serial port that supports synchronous serial up to 512 kbps.

 Asynchronous Dialup (with an External Modem)—When using asynchronous
dialup, the Cisco 805 only connects to the Internet when required, and then
immediately disconnects when the line is no longer being used, minimizing per-
minute usage charges. ACLs ensure that only important traffic initiates the
Internet connection, further increasing cost savings. The advanced routing
protocols of the Cisco 805, including snapshot and triggered routing information
protocol (RIP), ensure routing table information is exchanged efficiently. STAC
compression increases total throughput. Asynchronous serial speeds up to 115.2
kbps.

7.2.2.2 Security
To leverage the unprecedented opportunities offered by communications and commerce
over the Internet, private information must remain secure. Cisco Secure Integrated
Software provides many technologies to build a custom security solution. The elements
of security services include perimeter security, identity, monitoring, privacy, firewalls,
IPSec encryption, and VPNs.

Standard Security

Perimeter security refers to the control of traffic entry and exit between network
boundaries, such as between private networks, intranets, extranets, or the Internet. Cisco
IOS perimeter security technologies provide a highly flexible, superior solution with
features such as:

 Standard and extended ACLs
 Lock and Key (dynamic ACLs)
 Router/route authentication, authorization, and accounting (such as Password

Authentication Protocol [PAP]/Challenge Handshake Authentication Protocol
[CHAP])

 Network Address Translation (NAT)
 Token Card authentication with Cisco Secure authentication

NAT eliminates the need to re-address all hosts with existing private network addresses
and hides internal addresses from public view. For businesses that want to allow
selected access to the network, NAT can be configured to allow only certain types of
data requests such as Web browsing, e-mail, or file transfers.

Enhanced Security



Dynamic Firewall—Companies increasingly rely on internal networks and servers for
accessing company data. To leverage the Internet as a key business tool, companies
must connect their internal networks to the Internet while keeping sensitive internal data
secure. Company data can be protected against unauthorized access with stateful
firewalls. The integrated Cisco IOS Firewall Feature Set is a stateful firewall that
provides:

 Stateful (dynamic) ACLs (application/context based)
 Java blocking

 Denial of service attack detection and prevention

 Real-time alerts and audit trails
Dynamic firewalls provide these vital enhanced security features. The term firewall is
used by many vendors but not uniformly referred to as stateful firewalls. Firewalls that
are not dynamic do not provide these enhanced security features.

Encryption and Tunneling

The Cisco 800 series routers provide IPSec encryption technology to enable small
offices and telecommuters to deploy VPNs. IPSec encryption provides privacy,
integrity, and authenticity for transmission of sensitive information over the Internet.
The unique end-to-end Cisco offering allows customers to implement IPSec encryption
transparently into the network without affecting individual PCs. The 800 series with
IPSec encryption allows significant cost savings by using the Internet to create secure
connections between small offices and teleworkers. As a component of the Cisco VPN
solution, the Cisco 800 series supports:

 IPSec tunneling with data encryption standard (DES)
 Layer 2 Tunneling Protocol (L2TP)
 Generic Routing Encapsulation (GRE)

Manageability

Cisco 800 series routers support management by a wide range of platforms and
applications. Cisco ConfigMaker and Cisco Fast StepTM (Windows 95, 98, and NT 4.0),
and CiscoView (UNIX) applications provide superior capabilities for configuration and
security management, as well as performance and fault monitoring. The Cisco 800
series supports centralized administration and management via Simple Network
Management Protocol (SNMP), Telnet, or local management through the routers
console port.

Safe Investment

Small offices with limited time, money, and staff need to know their technology
investments are safe. Field-expandable DRAM and Flash memory allow small offices to
take advantage of new Cisco IOS feature enhancements. And because the Cisco 800
series incorporates an advanced processor and memory architecture, it can support
future applications as customer networking needs expand.



Companies using the Cisco 800 series routers can take advantage of Cisco industry-
leading support options that ensure the router stays up and running. These support
services include the following:

 Cisco IOS software updates in features such as protocol, security, and bandwidth
 Full access to Cisco Connection Online (CCO) for technical assistance and

product information
 Twenty-four-hour-a-day access to the industry's largest dedicated technical

support staff

Bandwidth Optimization Features

The Cisco 800 series reduces cost of ownership by providing best-in-class WAN
optimisation features to reduce networking charges. These features include:

 Advice-of-charge mode and permanent ISDN connections
 DDR dialing of the ISDN line only when needed, plus automatic termination of

the connection at the end of a user's session
 Multilink PPP (MP) for standards-based B-channel aggregation (RFC 1717) and

Bandwidth Allocation Control Protocol for obtaining bandwidth on demand
 Snapshot routing for IP and Internetwork Packet Exchange (IPX) prevents the

ISDN line from being dialed only to exchange periodic routing updates
 Industry-standard STAC data compression for throughput of up to 512 kbps on

ISDN models
 ACLs by time of day
 Frame Relay over ISDN leased lines, IDSL, or serial synchronous lines
 X.25 D-channel packet data for maximum use of all available bandwidth
 Always on/dynamic ISDN (AO/DI)

The Cisco 800 series supports International Telecommunications Union (ITU)-
compliant X.25 service over the ISDN D channel. With this feature, a Cisco 800 series
router cost- effectively supports transaction-oriented applications such as POS
authorizations. The X.25 feature also allows users to take advantage of unused capacity
on the D channel. The always on/dynamic ISDN (AO/DI) technology in Cisco IOS
software allows users to minimize call charges by initiating the lower-bandwidth D
channel in "always-on" mode when a user makes an ISDN connection. AO/DI activates
the more costly B channel only when a specific transmission requires more bandwidth.
In addition, the Cisco 800 series X.25 feature includes priority queuing to improve the
responsiveness of traffic over this link.

All-in-One Solution

The Cisco 803 and 804 models provide an "all-in-one" solution to reduce equipment
requirements and telephone charges in a small office and by combining their data,
telephone, and fax communications on one device and a single ISDN line, the Cisco 803
and 804 routers also provide the following features:

 Four-port 10BaseT Ethernet hub for four direct connections to PCs or other
network devices such as an Ethernet hub, printer, or fax



 Two RJ-11 interfaces for telephone devices such as telephones, fax machines,
and modems

 Support for supplemental telephone features such as caller ID (North America),
call transfer, call conference, call hold, call retrieve, call waiting (if offered by a
user's telephone company) and distinctive ringing.

Installation and Configuration Tools

Each Cisco 800 series router includes Cisco Fast Step software, an easy-to-use
Windows 95, 98, and NT 4.0-based tool that simplifies the setup, monitoring, and
troubleshooting. The Cisco Fast Step application leads users through step-by- step
procedures to configure Cisco routers connected to an Internet service provider (ISP)
and/or remote corporate network. Cisco Fast Step software includes the Cisco Fast Step
monitor application, which provides users with router LAN and WAN performance
statistics, fault alarms, and troubleshooting assistance (see Figure 2). Cisco Fast Step
software also supports automatic service profile identifier (SPID) and automatic
detection of the ISDN switch to further simply the setup process.

The Cisco 800 series routers also support configuration with the Cisco ConfigMaker
application. Cisco ConfigMaker is a software tool designed to configure a small
network of Cisco routers, switches, hubs, and other network devices from a single PC
using Windows 95, 98, and NT 4.0. It is designed for resellers and network
administrators of small and medium-sized businesses who are proficient in LAN and
WAN fundamentals and basic network design.

For additional setup ease, the Cisco 800 series routers have color-coded ports and cables
to help users make proper connections. Quick Reference Guide documentation provides
easy-to-follow installation instructions.

Figure 2: Cisco Fast Step Software Makes it Easy for Nontechnical Users to Install
a Cisco 800 Series Router.

Key Features and Benefits
Feature

Benefit

Standard Security
PAP, CHAP, MS-CHAP, and

ACLs
Protect network from unauthorized access



Route and Router
Authentication

Accepts routing table updates from only known
routers, which ensures no corrupt information from

unknown sources is received
Enhanced Security

Cisco IOS Firewall Feature
Set

Offers internal users secure, per-application dynamic
access control lists for all traffic across perimeters

• Defends and protects router resources against
denial-of-service attacks

• Checks packet headers, dropping suspicious
packets

• Protects against unidentified, malicious Java
applets

• Details transactions for reporting on a per-
application, per-feature basis

IPSec Encryption (Available
on the Cisco 805 in Cisco IOS
Release 12.0(6)T, and Later)

Ensures confidential data integrity and authenticity of
origin by using standards-based encryption
• Provides encryption for all users on the LAN

without configuring individual PCs
Superior Reliability

Cisco IOS Technology Proven technology that is used throughout the
backbone of the Internet

Standalone Router Provides Internet access to multiple users without
being tied to a server or dedicated PC; if one user on

the LAN crashes, other users can still access the
Internet

Management
Cisco Configmaker, Fast Step

Software, SNMP
Graphical user interface based windows configuration

tools for novice users
• Remote management and monitoring via

SNMP or Telnet and local management via
console port

Safe Investment
Field-Expandable Memory Allows customers to add features as networking needs

expand
Advanced Processor and

Memory Architecture
Ensure the platform can support processor-intensive

applications
World-class Support Helps customers keep their Cisco 800 series routers

running all the time
Low Cost of Ownership

Lower Operational Costs Allows customers to leverage existing knowledge of
Cisco IOS software for installation and manageability

Bandwidth Optimization
Constant Internet Connection

(Cisco 805)
Allows multiple users to connect to the Internet

simultaneously, saving time and money for businesses
with a lot of heavy users who need instant access



Frame Relay F.9 Compression
(Cisco 805)

Provides multivendor compatibility and high
compression ratios, resulting in more compressed data

for faster transmission
• Offers the ability to maintain multiple

decompression/compression histories on a per-
data-link connection identifier (DLCI) basis

Quality of Service
(QoS)/Weighted Fair Queuing

Ensures consistent response times for multiple
applications by allocating bandwidth intelligently
• Gives the most important applications priority

use of the WAN line
Asynchronous Dialup with

External Modem
Enables offices to use the router with a low-cost

analog line
• Automatically initiates the analog dialup line

only when there is traffic, providing
transparent access to the Internet

Choice of Encapsulation
(PPP, HDLC, FR)

Ensures compatibility with existing network

Snapshot Routing for IP and
IPX

Allows efficient use of available bandwidth

X.25 Packet Data Permits data transfer over X.25 networks
Simplified Set Up and Installation

NAT Lets businesses conserve valuable IP addresses
• Reduces time and costs by reducing IP address

management
Cisco Fast Step Software Simplifies installation with easy, step-by-step

procedures
Cisco IOS Easy IP Enables true mobility-client IP addresses are

transparently configured via the Cisco IOS Dynamic
Host Control Protocol (DHCP) server each time a

client powers up
Color-coded Ports and Cables

and Quick Start Reference
Guide

Helps users make proper connections
• Provides easy-to-follow installation

instructions
All-in-One Solution (Cisco 803, 804)

Four-Port Ethernet Hub Eliminates the need for a separate hub
Two Analog Telephone

Interfaces
Allow voice, fax, and data needs to be combined on

one ISDN

Cisco IOS Software Feature Sets
A choice of seven software feature sets is available for each Cisco 800 series model.
The feature sets support the following:

 IP-only routing
 IP Plus
 IP and IPX Plus
 IP Firewall
 IP Firewall Plus1



 VPN Feature Set (IPX, Plus Firewall IPSec)1

 VPN Feature Set (IP/Plus Firewall IP 56-bit DES)1

Cisco 801-804 Software Feature Sets Cisco
IOS Release Feature Set

Cisco 801-804 Series
Memory Requirements

Flash DRAM
IP 8 MB 4 MB

IP Plus 8 MB 4 MB
IP/IPX/Plus 8 MB 4 MB
IP Firewall 8 MB 8 MB

IP Firewall Plus 8 MB 8 MB

IP/IPX/Plus/Firewall/IPSec 8 MB 8 MB
VPN Feature Set: IP/Plus Firewall IPSec 56-

bit DES
8 MB 8 MB

 Protocols and
Features

Supported by
Cisco 801-804

Software Feature
Sets Basic

Protocols/Features

IP IP/IPX
Plus

IP
Plus

IP
Firewall

IP
Firewall

Plus1

IP
Firewall

Plus
IPSec
561

IP/IPX
Firewall

Plus
IPSec
561

LAN
Transparent

Bridging
X X X X X X X

IP X X X X X X X
NetBIOS Access

Lists, Name
Caching

X X X X X X X

IPX X X
WAN

ISDN X X X X X X X
ISDN Lease Line X X X X X X X

ML-PPP, PPP
Compression

X X X X X X X

IDSL X X X X X X X
Frame Relay

(Leased Line Only)
X X X X X X X

Routing
IP Enhanced IGRP X X X X X

IPX WAN X X
IP-Policy Routing X X X X X X X



RIP, RIPv2,
Triggered RIP

X X X X X X X

IP Multicast (Relay
Only)

X X X X X

Enhanced Security
Cisco IOS Firewall X X X X

Context Based
Access Control

Lists

X X X X

Java Blocking X X X X
Denial of Service

Detection
X X X X

Real-time Alerts X X X X
IPSec Encryption w/

56-bit DES
X X

Basic Security
Route and Router

Authentication
X X X X X X X

Token Card
Authentication

X X X X X X X

PAP, CHAP, Local
Password,
MSCHAP

X X X X X X X

NAT X X X X X X X
GRE Tunneling X X X X X

WAN Optimization
Weighted Fair

Queuing
X X X X X X X

IPX and SPX
Spoofing

X X

ISDN Caller ID
Callback

X X X X X X X

BOD X X X X X X X
DDR X X X X X X X

Snapshot Routing X X X X X X X
STAC Compression X X X X X X X

X.25 ID X X X X X
AO/DI X X X X X

Ease of Use and Deployment
Cisco Fast Step

Software
X X X X X X X

Cisco ConfigMaker X X X X X X X
Configuration

Express
X X X X X X X



Easy IP Phase I and
II

X X X X X X X

TFTP Client Server X X X X X X X
Auto

SPID/SWITCH
Connection

X X X X X X X

Management
SNMP, Telnet,
Console Port

X X X X X X X

Syslog X X X X X X
SNTP X X X X X X X

CiscoView X X X X X X X
TACACS+ X X X X X X X

Address Conservation
NAT X X X X X X X

Advanced Telephone Features (803 and 804 HW Models)
ISDN Voice Priority X X X X X X X

Data over Voice
(US Only)

X X X X X X X

Distinctive Ringing X X X X X X X
Caller ID (North
America Only)

X X X X X X X

Call Forward
Variable (U.S.

Only)

X X X X X X X

Call Forward
(Sweden and
Finland Only)

X X X X X X X

Call Transfer (Not
Available in Japan)

X X X X X X X

Call Waiting X X X X X X X
Call Hold and

Retrieve
X X X X X X X

1Available in the Cisco 805 after Q4 `99.

Cisco 805 Series Software Feature Sets Cisco IOS
Release Feature Set

Cisco 805 Series Memory
Requirements

Flash DRAM
IP 4 MB 8 MB

IP Plus 4 MB 8 MB
IP/IPX/Plus 4 MB 8 MB
IP Firewall 4 MB 8 MB

IP Firewall Plus1 4 MB 8 MB
IP/IPX/Plus/Firewall/IPSec1 8 MB 8 MB



VPN Feature Set: IP/Plus Firewall IPSec 56 bit
DES1

8 MB 8 MB

1Available in the Cisco 805 after Q4 `99.

Protocols and
Features

Supported by
Cisco 805 Software
Feature Sets Basic
Protocols/Features

IP IP/IPX
Plus

IP
Plus

IP
Firewall

IP
Firewall

Plus1

IP
Firewall

Plus
IPSec
561

IP/IPX
Firewall

Plus
IPSec
561

LAN
Transparent

Bridging
X X X X X X X

IP X X X X X X X
NetBIOS Access

Lists, Name
Caching

X X X X X X X

IPX X X
WAN

Leased Lines X X X X X X X
PPP, HDLC, LAPB,

SLIP
X X X X X X X

X.25 X X X X X
Switched 56K X X X X X X X
Inverse ARP X X X X X X X

Frame Relay PVC X X X X X X X
Routing

IP Enhanced IGRP X X X X X
IPX WAN X X

IP-Policy Routing X X X X X X X
RIP, RIPv2 X X X X X X X

IP Multicast (Relay
Only)

X X X X X

Enhanced Security
Cisco IOS Firewall

Feature Set
X X X X

Context-Based
Access Control

Lists

X X X X

Java Blocking X X X X
Denial of Service

Detection
X X X X

Real time alerts X X X X
IPSec Encryption X X



with 56-bit DES
Basic Security

Route and Router
Authentication

X X X X X X X

Token Card
Authentication

X X X X X X X

PAP, CHAP, Local
Password,
MSCHAP

X X X X X X X

NAT X X X X X X X
GRE Tunneling X X X X X

WAN Optimization
Weighted Fair

Queuing
X X X X X X X

IPX and SPX
Spoofing

X X

STAC Compression X X X X X X X
FR.9 Compression X X X X X X X

RTP Header
Compression

X X X X X X X

Asynchronous
Chat Scripts X X X X X X X

Reverse Telnet X X X X X X X
Ease of Use and Deployment

Cisco Fast Step
software

X X X X X X X

Cisco ConfigMaker X X X X X X X
Configuration

Express
X X X X X X X

Easy IP Phase I and
II

X X X X X X X

TFTP Client Server X X X X X X X
Management

SNMP, Telnet,
Console Port

X X X X X X X

Syslog X X X X X X
SNTP X X X X X X X

CiscoView X X X X X X X
Address Conservation

NAT X X X X X X X
1Available in the Cisco 805 after Q4 `99.

ISDN BRI Support (Cisco 801-804 only)



Two B channels plus one D channel: 2 x 64 kbps (precompressed)
• Interoperable Switched 56: 2 x 56 kbps (precompressed)

• Single and multipoint configurations

• Compatible with data or voice B-channel ISDN switch types

• Lucent 5ESS

• Nortel DMS-100

• National ISDN-1 (NI-1)

• CTR3 (ETSI, NET3)

• VN3/4/5 (France)

• 1TR6 (Germany)

• INS, HSD 64, and 128 (Japan)

• TPH (Australia)
Telephone Support (Cisco 803 and 804 only)

Telephones: Dual tone multifrequency (DTMF) only (touchtone only, no pulse)
• Group III facsimile: V.17, V.27 TER, V.29

• Modems: V.22, V.22bis, V.32, V.32bis, V.34

• Dial tone (400 Hz) provided outside of North America

• Ringer equivalency number (REN) = 5.0

7.3 Cisco 1700 series

The Cisco 1700 series of secure, modular access routers is designed for small branch
offices and small and medium-sized businesses. It delivers flexibility, integration, and
investment protection and enables customers to tailor an access solution to suit their
needs today, while allowing them to cost-effectively implement new services in the
future. These services include:

• Virtual private networks (VPNs), including hardware-based encryption with
optional VPN module

• Firewalls, with the Cisco IOS® Firewall

• Voice over IP (VoIP)and voice over Frame Relay (VOFR)

• DSL and cable; WAN interface cards available in August 2000

7.3.1 Cisco 1720 — Modular Access Router



Product Overview

The Cisco 1720 Modular Access Router delivers a flexible, integrated data access
solution for small branch offices and small and medium-sized businesses that want to
deploy secure Internet/Intranet and Extranet access. Preparing a small or medium-sized
business or small branch office for the future means implementing networking
equipment with three critical characteristics: flexibility to adapt to changing
requirements, features and performance to support new WAN services, and integration
of multiple network functions to simplify deployment and management operations.

The Cisco 1720 access router delivers all of these capabilities in a modular, integrated
and secure platform.extranet access, including VPN. With the 1720, customers can
build a secure access solution to meet their requirements today, and cost-effectively add
new services — including VPNs, xDSL and cable — when needed.

The Cisco 1720 access router offers the following components:

 One autosensing 10/100 Fast Ethernet LAN port
 Two modular WAN interface card slots that support a wide array of WAN

interfaces
 One auxiliary (AUX) port (up to 115.2 Kbps asynchronous serial)
 One console port
 RISC processor for high-performance encryption
 One internal expansion slot for VPN Hardware Encryption Module
 The Cisco 1720 supports any combination of two WAN interface cards listed in

the following Table, which are also supported by the Cisco 1600, 2600 and 3600
routers. These cards support all common WAN technologies:

 Integrated Service Digital Network (ISDN)
 Asynchronous serial
 Synchronous serial
 Leased lines
 Frame Relay
 Switched 56
 X.25
 Switched Multimegabit Data Service (SMDS)

Also available are WAN interface cards with an integrated, manageable data service
unit/channel service unit (DSU/CSU) in the Cisco 1720 router, eliminating the support
costs and complexity of deploying and managing external devices.

WAN Interface Cards for the Cisco 1720 Router WAN Interface Cards (WICs)
Description Part Number
1-port serial, async and sync (T1/E1) WIC-IT
2 serial, async and sync WIC-2T
2 low-speed serial (up to 128 Kbps, async and sync) WIC-2A/S
1 ISDN BRI S/T WIC-1B-S/T
1 ISDN BRI U with integrated NT-1 WIC-1B-U
1 serial with integrated 56/64 Kbps 4-wire DSU/CSU WIC-1DSU-56K4



1 serial with integrated T1/Fractional T1 DSU/CSU WIC-1DSU-T1

Secure Internet, Intranet and Extranet Access

The Power of Cisco IOS Software

Cisco IOS software, the de facto standard networking software for the Internet and
private WANs, delivers the most comprehensive set of security, quality of service
(QOS), and management; plus scalable and reliable VPN features. The Cisco 1720
router with Cisco IOS software enables practical, cost-effective, and wide-scale VPN
deployment.

Security

Cisco IOS software supports an extensive set of basic and advanced network security
features which includes access control lists (ACLs), user authentication, authorization
and accounting (such as PAP/CHAP, TACACS+, and RADIUS), and data encryption.
To increase security, the integrated Cisco IOS firewall protects internal LANs from
attacks with dynamic access control, while IPSec tunneling with DES (data encryption
standard) and Triple DES encryption provide standards-based data privacy, integrity
and authenticity as data travels through a public network. Layer 2 Forwarding (L2F)
and Layer 2 Tunneling Protocol (L2TP) combine with IPSec encryption to provide a
secure multiprotocol solution (such as IP, IPX, AppleTalk, and more) for remote access
VPN. Mobile users dial in to a service provider`s local points of presence (POPs) and
data is "tunneled" (for example, encapsulated inside a second protocol such as L2TP)
back to the Cisco 1720 router in order to securely access the corporate network via the
Internet.

The optional VPN Module for the Cisco 1700 series routers optimizes the platform for
virtual private networks (VPNs). The VPN module, which fits in a slot inside the Cisco
1720 or 1750 chassis, encrypts data using the Data Encryption Standard (DES) and
3DES algorithms at speeds suitable for a full-duplex T1/E1 serial connection (4
megabits per second [Mbps] for 1514-byte packets). The module, together with the
platform, supports as many as 100 encrypted tunnels (400 security associations) for
concurrent sessions with mobile users or other sites.

QoS (Traffic Management)

Cisco IOS features for QoS control the allocation of VPN bandwidth to mission-critical
applications. The Cisco 1720 supports leadership QoS features such as committed
access rate (CAR), policy routing, weighted fair queueing (WFQ), generic traffic
shaping (GTS), and resource reservation protocol (RSVP).

Management and Ease of Installation.

The Cisco 1720 router supports a range of network management and ease of installation
tools:

 Cisco ConfigMaker is a Windows Wizards-based tool designed to configure a
small network of Cisco routers, switches, hubs and other network devices from a
single PC. This tool simplifies VPN deployment with support for VPN policy



configuration, including Cisco IOS Firewall Feature Set, IPSec encryption,
network address translation (NAT), and DHCP server.

 CiscoView, a GUI-based device management software application for UNIX
platforms, provides dynamic status, statistics, and comprehensive configuration
information

 CiscoWorks2000, the industry-leading Web-based network management suite
from simplifies tasks such as network inventory management and device change,
configuration change, rapid software image deployment, and troubleshooting

 For service providers, Cisco Service Management (CSM) provides an extensive
suite of service management solutions to enable service providers to quickly
plan, provision, monitor, and bill for VPNs.

 Configuration Express, available for customers who order directly from Cisco
through Cisco Connection Online (CCO), provides preconfigured routers for
plug-and-play installation. The process is easy:

 Customer supplies a custom router software configuration using CCO`s Web-
based interface optional color-coded cables that match the Cisco 1720 color-
coded ports can also be ordered

 Cisco loads the custom software configuration in the factory and drop ships
directly to end users

 End user plugs in color-coded cables, turns on power switch, and the router is up
and running

 Customers can also specify asset tagging for inventory control, labeling, and
custom documentation to accompany each router shipment. Configuration
Express can help service provider customers dramatically streamline their
ordering and fulfillment processes. Support for Configuration Express on Cisco
1720 routers will be available in Q1'99.

Reliability and Scalability

Cisco IOS software is the de facto industry standard networking software with proven
reliability. Cisco IOS technologies ensure that a VPN can scale reliably to very large
networks through the support of Internet key exchange (IKE) and digital certificates
with leading certificate authorities, scalable routing protocol features such as Open
Shortest Path First (OSPF) protocol and Enhanced Interior Gateway Routing Protocol
(EIGRP), and reliability services such as Hot Standby Router Protocol (HSRP).
Encryption Performance. Powered by a RISC processor, the Cisco 1720 supports IPSec
software-based encryption at 512 Kbps for 256-byte packets, which is typical for most
networks. (Performance may vary depending on the encryption algorithm used, network
packet sizes, and more.) An expansion slot on the Cisco 1720 motherboard allows for
support of future hardware-assisted services such as encryption (up to T1/E1) and
compression.

Flexibility

The Cisco 1720 router offers a flexible solution for small offices in several ways.
Interchangeable WAN interface cards enable easy upgrades or change of WAN
technologies to keep pace with office needs. The ability to use the same WAN interface
cards in Cisco 1600, 2600, and 3600 routers reduces requirements for spare parts
inventory and protects investments in existing routers. As demand for LAN network
performance increases, the Cisco 1720 router`s 10/100 autosensing Fast Ethernet port



allows for easy migration to Fast Ethernet networks. Due to its RISC architecture, the
Cisco 1720 has the performance necessary to support digital subscriber line (DSL) and
other broadband access technologies as they become ubiquitous.

Device Integration

The Cisco 1720 router provides a complete solution for VPN access in a single product,
with options to combine a router, DSU/CSU, ISDN network termination-1device (NT1)
as well as firewall, VPN tunnel server (home gateway), and encryption functionality.
This integration reduces deployment and management time and expense because fewer
devices and cables need to be installed and configured. An integrated product also saves
space and increases reliability because fewer components are required. The Cisco 1720
router simplifies ongoing support of small offices from a central site through remote
configuration, monitoring and troubleshooting of all integrated functions in the router.
7.3.1.1 Cisco IOS Software Features for Internet and Intranet Access
In addition to the above features, extensive Cisco IOS software features for Internet and
intranet access differentiate the Cisco 1720 router from the competition:

 Multiprotocol routing (IP, IPX, AppleTalk), IBM/SNA, and transparent bridging
over ISDN, asynchronous serial, and synchronous serial such as leased lines,
Frame Relay, SMDS, Switched 56, X.25, and X.25 over D

 Network address translation (NAT) reduces the cost of Internet access by
eliminating the need to readdress all hosts with existing private network
addresses (one-to-one translation) or by enabling all internal hosts to share a
single registered IP address (many-to-one translation, also known as port address
translation [PAT]). NAT also enhances network security by hiding internal
addresses from public view

 Easy IP simplifies deployment and minimizes Internet access costs by
combining:

 PAT to conserve IP addresses
 Point-to-Point Protocol/Internet Protocol Control Protocol (PPP/IPCP), enabling

the router to dynamically negotiate and configure its own IP address
 DHCP Server to dynamically and transparently assign reusable IP addresses to

clients
 WAN optimization features such as dial-on-demand routing (DDR), bandwidth-

on-demand (BOD) and Open Shortest Path First (OSPF)-on-demand circuit,
Snapshot routing, compression, filtering, and spoofing reduce WAN costs

Key Features and Benefits

Full Cisco IOS support:

Provides industry`s most robust, scalable for Internet and private WANs using the De
facto standard networking software for Internet and private WANs
Part of the Cisco end-to-end network solution

Firewall

The 1700 supports an integrated firewall and intrusion detection with Cisco Secure
Integrated Software. Cisco Secure Integrated Software (formerly the Cisco IOS
Firewall) includes context based access control for dynamic firewall filtering, intrusion



detection, denial of service detection and prevention, Java blocking, and real-time alerts.
Internal users can access the Internet with secure, per-application-based dynamic access
control. Unauthorized, Internet users are prevented from accessing the internal LAN.

Encryption

The Cisco 1720 supports IPSec DES and Triple DES (3DES) encryption, as well as a
modular slot on the motherboard for an optional VPN Module that delivers hardware-
based high-speed encryption. Enables creation of secure VPNs by providing all the
components necessary to deliver a VPN solution: integrated VPN tunneling, encryption,
firewall and intrusion detection. Optional high-speed hardware-assisted encryption to
deliver triple DES encryption at full duplex T1/E1 speeds

Device Authentication and Key Management

IKE, X.509v3 digital certificate, support for certificate enrollment protocol (CEP) with
certificate authorities (CAs) such as Verisign and Entrust:

 Ensures proper identity and authenticity of devices and data
 Enables scalability to very large IPSec networks through automated key

management

User Authentication

PAP/CHAP
RADIUS
TACACS+
Token for verified user identity

Tunneling IPSec, GRE, L2F, L2TP

Choice of standards-based tunneling methods to create VPNs for IP and non IP traffic.
Allows any standards-based IPSec or L2TP client to interoperate with Cisco IOS
tunneling technologies

Management

Manageable via SNMP (CiscoView, CiscoWorks2000), telnet and console port. Allows
central monitoring, configuration, and diagnostics for all functions integrated in the
Cisco 1720 router, reducing management time and costs.

Ease of Use and Installation

Cisco ConfigMaker, Configuration Express, SETUP configuration utility, AutoInstall,
Color coded ports/cables, LED status indicators

Simplifies and reduces deployment time and costs with graphical LAN/VPN policy
configurator, command-line context sensitive configuration questions, and straight-
forward cabling

LEDs allows quick diagnostics and troubleshooting



Network Address Translation and Easy IP

Simplifies deployment and reduces Internet access costs

Quality of Service (QoS)

Allocates WAN bandwidth to priority applications for improved performance

Reliability and Scalability

Cisco IOS Software, dial-on-demand routing; dual bank Flash memory, scalable routing
protocols such as OSPF and EIGRP, HSRP

Improves network reliability and enables scalability to large networks

Flexibility

 Modular architecture (WAN card slots)
 Enables flexible WAN choices on the Cisco 1720 router protecting investment
 WAN Interface Cards shared with Cisco 1600, 2600, and 3600 routers
 Reduced cost of maintaining inventory
 Lowers training costs for support personnel
 Protects investments through reuse on various platforms
 10/100 Autosensing Fast Ethernet
 Simplifies migration to Fast Ethernet performance in the office
 Expansion slot on motherboard — Allows expandability to support future

services such as hardware-assisted encryption and compression

Device Integration

 Integrated router, firewall, encryption, VPN tunnel server, DSU/CSU, and NT1
in single device

 Reduces costs and simplifies management compared to solutions based upon
multiple, separate devices

 Part of Cisco Networked Office stack
 Delivers complete, compatible solutions for small office networks
 

7.3.2 Software Specifications

Cisco IOS Software Feature Sets

The Cisco 1720 router supports a choice of Cisco IOS software feature sets, as shown in
the Table Cisco 1720 Software Feature Sets and Memory Requirements for Cisco IOS
Release 12.0XA and 12.0T . Each feature set requires specific amounts of RAM and
Flash memory in the router, as indicated in the table.

Note The software features on the Cisco 1720 router are the same as on the Cisco 1600
series routers, with the addition of IPSec 3DES feature sets.



The Cisco 1720 feature sets share the same feature definitions as the Cisco 1600 series.
Starting with Cisco IOS Release 12.0, the base feature sets include some features
formerly in Plus: NAT, OSPF, RADIUS, and NHRP. Plus feature sets contain L2TP,
L2F, Border Gateway Protocol (BGP), IP Multicast, Frame Relay SVC, RSVP,
NetWare Link Services Protocol (NLSP), AppleTalk SMRP, and Network Timing
Protocol (NTP). Encryption is offered in special encryption feature sets (Plus 40, Plus
IPSec 56, and Plus IPSec 3DES).

Security Software Feature Sets are available to simplify the process of adding security
features to the Cisco 1720 platform. These security bundles make it more cost-effective
for customers to take advantage of the optional firewall and VPN services that the 1700
offers to insure that customer data and communication is fully protected. The security
packages for the Cisco 1700 series include Cisco IOS software images and required
memory, with an option for adding the new VPN Module. Customers or partners buying
from Cisco will be able to order a Cisco 1720 or Cisco 1750 and then select one of the
security packages as an integrated option (instead of having to order software and the
required memory in piece parts). Customers buying through distribution will be able to
order the security packages as standalone upgrade kits.

Cisco 1720 Software Feature Sets and Memory Requirements for Cisco IOS Release
12.0XA and 12.0T

Cisco 1720 Software Feature Set Flash Memory
Required (MB)

RAM Memory
Required (MB)

IP 4 16
IP/Firewall 4 16

IP Plus 4 16
IP Plus 40 4 20

IP Plus IPSec 56 4 20
IP Plus IPSec 3DES 4 20

IP/Firewall Plus IPSec 56 4 20
IP/Firewall Plus IPSec 3DES 4 20

IP/IPX 4 16
IP/IPX/Firewall Plus 4 20

IP/IPX/AppleTalk/IBM 4 20
IP/IPX/AppleTalk/IBM/Firewall Plus

IPSec 56
8 24

IP/IPX/AppleTalk/IBM/Firewall Plus
IPSec 3DES

8 24

Security Packages for the Cisco 1700 Series
Package Requirement

Firewall Package Cisco 1700 Series IOS IP Firewall Software
16 to 20 MB DRAM Upgrade1

VPN Package Cisco 1700 Series IOS IP Plus Firewall IPSec 3DES
Software



16 to 32 MB DRAM Upgrade1

4 to 8 MB Flash Upgrade1

VPN Package including VPN
Module

VPN Module for the Cisco 1700 Series Routers
Cisco 1700 Series IOS IP Plus Firewall IPSec 3DES

Software
16 to 32 MB DRAM Upgrade1

4 to 8 MB Flash Upgrade1

1. Satisfies memory requirements for 12.1(1)T

7.4 Cisco 7100 Series — VPN Routers

7.4.1 Product Overview

The Cisco 7100 Series VPN Router is a high-end, integrated VPN solution melding
high-speed, industry-leading routing with a comprehensive suite of advanced site-to-site
VPN services. The Cisco 7100 Series VPN Router integrates key features of VPNs —
tunneling, data encryption, security, firewall, advanced bandwidth management (QoS),
and service-level validation — to deliver self-healing, self defending VPN platforms
that better and more cost-effectively accommodate remote-office and extranet
connectivity using public data networks. The Cisco 7100 Series VPN Router offers
specific hardware configurations optimized for VPN applications and network
topologies. Optional embedded WAN and Fast Ethernet interfaces combined with high
performance routing and rich VPN services provide turnkey VPN routing solutions.

The Cisco 7100 Series encompasses two VPN routers, the Cisco 7120 and the Cisco
7140. The Cisco 7120 is the entry-level Cisco 7100 Series VPN Router, integrating
high-performance, industry-leading routing with scalable VPN security and bandwidth
management to provide cost-effective, comprehensive VPN solutions for larger branch
offices and headquarters. The Cisco 7120 comes in six different models defined by
WAN interface. The Cisco 7140 series provides superior routing and VPN services
performance for the most demanding VPN deployments, as well as multiport WAN and
LAN interfaces and dual power supplies for increased VPN solution flexibility and
reliability. The Cisco 7140 comes in seven different models.

Features common to the Cisco 7120 and 7140 include:

 Dual autosensing 10/100BaseT Fast Ethernet ports
 Integrated WAN interface (except the Cisco 7140-2FE model)
 Service module slot, providing a modular architecture for hardware-based VPN

services acceleration, such as high-speed IPSec or MPPE encryption provided
by the Integrated Services Module

 One expansion slot for interface extensibility, utilizing over 30 Cisco 7xxx port
adapters that enable LAN/WAN/voice interface customization for specific site
requirements

 64-MB system memory for reliable, high-speed VPN services delivery---
expandable to 256 MB



 64-MB packet memory for advanced bandwidth management services and long-
delay networks

 48-MB Flash disk for storing Cisco IOS software images---expandable to dual
128 MB Flash disks

 Dual PCMCIA card slots for loading and storing Cisco IOS software
configuration files from Flash disk or Flash memory cards

 Low profile, two rack unit design for rack space conservation
 Cisco IOS IP software with VPN tunneling and advanced bandwidth

management features included
 

Cisco 7100 Series Product Features
Feature Cisco 7120 Cisco 7140
Embedded processor RISC MIPS RISC MIPS
Throughput of VPN services, like bandwidth
management and firewall

50+ Mbps 90+ Mbps

Hardware-assisted encryption throughput 50 Mbps 90 Mbps
Packet throughput 175 Kpps 300 Kpps
64 MB packet, 64 MB system memory
included

Yes Yes

System memory expandable to 256 MB Yes Yes
Embedded dual 10/100BaseT Fast Ethernet
interfaces

Yes Yes

Embedded WAN interface by model Single Homed
7120-4T1:
4T1/E1 serial
7120-T3: T3
serial
7120-E3: E3
serial
7120-AT3: T3
ATM
7120-AE3: E3
ATM
7120-SMI3: OC3
ATM

Dual Homed 7140-
2FE: None
7140-8T: 8T1/E1
serial
7140-2T3: Dual T3
7140-2E3: Dual E3
7140-2AT3: Dual T3
ATM
7140-2AE3: Dual E3
ATM
7140-2MM3: Dual
OC3 ATM

Service Module slot Yes Yes
Expansion slot for LAN/WAN extensibility Yes Yes
AC power supply included Single Dual
Compact, 2 rack unit design Yes Yes
Cisco IOS IP software included Yes Yes

7.4.2 Options for Cisco 7100 Series

— Options for Cisco 7500, 7200, and 7100 Series Routers: IP and PA/SAs



7.5 Key Features and Benefits

The Cisco 7100 series provides the following benefits:
Leverages advantages of VPNs by:

 Extending the network to remote offices using public data networks, like the
Internet

 Enabling new extranet applications to connect business partners
 Adapting to changing connectivity needs with increased scalability
 Reducing WAN expenses
 Device integration for a comprehensive site-to-site VPN solution featuring:
 Tunneling and encryption support using industry standard protocols like IPSec
 Strong perimeter security for the VPN, including stateful firewall and intrusion

detection provided by Cisco IOS Firewall
 Application aware QoS and bandwidth management for VPN transport

reliability
 Full Layer 3 routing, including exterior routing protocols like BGP for

Internet/VPN access
 Diverse WAN and LAN interfaces for Internet/VPN access and LAN network

connectivity
 Configurations optimized for turnkey VPN applications with:
 Embedded LAN/WAN I/O and optimized density
 Memory and power supply

Cisco IOS IP software

A flexible solution, with:

 Two models offering scalable VPN performance
 Multiple WAN interface options for single or dual-homed configurations
 LAN/WAN interface extensibility
 Modular VPN services processing architecture providing increased scalability

and investment protection
 Optional Integrated Services Module (ISM) for IPSec encryption acceleration

delivering up to 2000 tunnels and 90Mbps 3DES IPSec encryption performance
 Self-healing VPN features such as:
 Tunnel keep-alives
 Dynamic VPN route discovery via GRE tunnels
 Tunnel endpoint discovery (TED)
 

7.5.1 Specifications

Hardware
Cisco 7100 Series Network and Power Specification

Description Cisco 7120 Cisco 7140
Processor RISC MIPS 5000 Series RISC MIPS 7000 Series

Supported
Interfaces

Embedded dual
10/100BaseT
Fast Ethernet

interfaces

Autosensing, RJ-45
interface

Autosensing, RJ-45
interface



Embedded WAN
interface by

model

One of the following
included, embedded:

7120-4T1: 4T1/E1 serial
with 5-in-1 serial interface
supporting EIA/TIA-232,
EIA/TIA-449, EIA-530,

X.21, and V.35
7120-T3: T3 serial with

integrated DSU and BNC
connectors

7120-E3: E3 serial with
integrated DSU and BNC

connectors
7120-AT3: T3 ATM with

BNC connectors
7120-AE3: E3 ATM with

BNC connectors
7120-SMI3: OC3 ATM with

SC connectors

One of the following
included, embedded:

7140-2FE: None
7140-8T: 8T1/E1 serial

with 5-in-1 serial
interface supporting

EIA/TIA-232,
EIA/TIA-449, EIA-530,

X.21, and V.35
7140-2T3: Dual T3
with integrated DSU
and BNC connectors
7140-2E3: Dual E3
with integrated DSU
and BNC connectors
7140-2AT3: Dual T3

ATM with BNC
connectors

7140-2AE3: Dual E3
ATM with BNC

connectors
7140-2MM3: Dual OC3

ATM with SC
connectors

Physical
interfaces

EIA/TIA-232, EIA/TIA-
449, X.21, V.35, EIA-530,
EIA/TIA-612, EIA/TIA-

613, UNI 3.X, G.707,
G.708, and SONET/SDH

optical fiber (OC-3 or STM-
1)

Same as Cisco 7120

WAN/LAN interface expansion
slot

1 slot 1 slot

Supported network port adapters Fast Ethernet 100BaseTX
and 100BaseFX

Fast Ethernet/ISL TX and
ISL FX

Ethernet 10BaseT and
10BaseFL

Dedicated Token Ring
ATM

Synchronous Serial
HSSI

ISDN BRI

Same as Cisco 7120

Number of slots 1 slot 1 slot
Supported

Service Modules
Integrated Services Module

(ISM)
Integrated Services

Module (ISM)

Service Module
specifications

Console and
auxiliary ports

1 of each, RJ-45 interface 1 of each, RJ-45
interface



Default 64 MB packet, 64 MB
system memory, SDRAM,

included

64 MB packet, 64 MB
system memory,

SDRAM, included
Expansion

options
Expandable to 256 MB,

optional
Expandable to 256 MB,

optional
Flash memory 48 MB Flash disk included 48 MB Flash disk

included

Memory

PCMCIA slots
for Flash
memory

2 2

AC power supply Single AC, included Dual AC, included
Input voltage 100 to 240 VAC Same as Cisco 7120
Max. input 525 Watt Same as Cisco 7120
AC Current 5 - 2.5 A Same as Cisco 7120
Frequency 50/60 Hz Same as Cisco 7120

Power Factor 0.80 to 0.95 Same as Cisco 7120

Power
Requirements

Cables 8 AWG2 three-wire cable,
with a three-lead IEC-320
receptacle on the power

supply end, and a country-
dependent plug on the

power source end

Same as Cisco 7120

7.5.2 Software

The Cisco 7100 Series supports a variety of Cisco IOS software feature sets. Basic IP
routing version, full bandwidth management features, and VPN tunneling are included
as part of each Cisco 7100 Series model. Optional features illustrated in Table 2, such as
IPSec encryption and Cisco IOS Firewall Feature Set, may be purchased as a factory
upgrade with the router or as a spare to tailor router capabilities for specific site
requirements.

All feature sets include L2TP, L2F, and GRE for VPN tunneling, advanced bandwidth
management features, full Layer 3 routing, NAT, DHCP, LAN/WAN interface, AAA,
and NetFlow accounting support. Enterprise feature sets provide multi-protocol support
for IPX, AppleTalk, IBM/SNA, and other protocols.

For VPN deployment, feature sets with IPSec encryption and Cisco IOS Firewall
Feature Set support are recommended. Non-encryption and 56-bit IPSec feature sets are
offered for compliance with import/export regulations.

Cisco 7100 Series VPN Router Software Feature Sets
IP Multi-

Protocol
Full
Layer 3
Routing

VPN
Tunneling

Advanced
Bandwidth
Mgmt

56-
Bit
IPSec

168-
Bit
IPSec

Firewall

IP (Base) Yes Yes Yes Yes



IP/IPSec 56 Yes Yes Yes Yes Yes
IP/IPSec 3DES Yes Yes Yes Yes Yes Yes
IP/Firewall Yes Yes Yes Yes Yes
IP/Firewall/IPSec
56

Yes Yes Yes Yes Yes Yes

IP/ Firewall/IPSec
3DES

Yes Yes Yes Yes Yes Yes Yes

Enterprise Yes Yes Yes Yes Yes
Enterprise/IPSec
56

Yes Yes Yes Yes Yes Yes

Enterprise/IPSec
3DES

Yes Yes Yes Yes Yes Yes Yes

Enterprise/Firewall Yes Yes Yes Yes Yes Yes
Enterprise/
Firewall/IPSec 56

Yes Yes Yes Yes Yes Yes Yes

Enterprise/
Firewall/IPSec
3DES

Yes Yes Yes Yes Yes Yes Yes Yes

7.5.3 Configuration Guidelines

Each Cisco 7100 Series VPN Router includes a central processing unit (CPU), dual Fast
Ethernet interfaces, WAN interface (except 7140-2FE), system and packet memory,
Flash memory, power supply, and Cisco IOS IP software in the base unit as outlined in
the "Product Overview" section. Each model also includes one expansion slot that
utilizes most single-wide Cisco 7xxx Series port adapters and a Service Module (SM)
slot that utilizes the Integrated Services Module (ISM).

Items that are included with the base Cisco 7100 Series unit but are upgradable at the
factory or as a spare include:

 System memory
 Flash memory
 Cisco IOS software
 Optional items that are not included with the base Cisco 7100 Series unit, but are

factory configurable or orderable as a spare include:
 Integrated Service Module for IPSec encryption and acceleration
 Supported Cisco 7xxx single wide port adapter for LAN/WAN interface

customization

7.6 Cisco Secure PIX Firewall

The Cisco Secure PIX Firewall is the dedicated firewall appliance in Cisco's firewall
family and holds the top ranking in both market share and performance. The Cisco
Secure PIX Firewall delivers strong security and, with market-leading performance,



creates little to no network performance impact. The product line enforces secure access
between an internal network and Internet, extranet, or intranet links. The Cisco Secure
PIX Firewall scales to meet a range of customer requirements and network sizes and
currently consists of four models:

 The new Cisco Secure PIX 525 is the latest and largest addition to the PIX 500
series and is intended for Enterprise and Service Provider use. It has a
throughput of 370 Mbps with the ability to handle as many as 280,000
simultaneous sessions. The 600 MHz CPU of the PIX 525 can enable it to
deliver an additional 25-30% increase capacity for firewalling services.

 Cisco Secure PIX 520 is intended for large enterprise organizations and
complex, high-end traffic environments. It also has a throughput of up to 370
Mbps with the ability to handle 250,000 simultaneous sessions.

 Cisco Secure PIX 515 is intended for Small/Medium Business and remote
offices deployments and has throughput measured at 120 Mbps with the ability
to handle up to 125,000 simultaneous sessions.

 Cisco Secure PIX 506 is intended for high-end Small Office/Home Office
organizations and has throughput measured at 10 Mbps (3DES of 7 Mbps).

All four Cisco Secure PIX Firewall models have IPSEC encryption built-in, permitting
both site-to-site and remote access VPN deployments, and operate on a hardened
operating system focused on protecting both the security of the device and the networks
its protects. In addition to having the ability to be managed by the PIX Configuration
Manager, the Cisco Secure PIX Firewalls also may be centrally managed by the Cisco
Secure Policy Manager, which can manage up to 500 PIX Firewalls, Cisco Secure
Integrated Software deployments, and site-to-site VPN installations.

As a dedicated appliance, the Cisco Secure PIX Firewall is easy to install and highly
stable. The Cisco Secure PIX Firewall Series is cost effective both in cost and
maintenance, and provides unmatched security and performance.

8 CheckPoint

8.1 VPN market Statistics



8.2 VPN-1 Family

The VPN-1 family of products has been developed by Check Point to meet the
demanding requirements of Enterprise VPNs providing secure Internet-based
connectivity to corporate networks, remote and mobile users, satellite offices, and
partner sites. Based on Check Point’s market-leading FireWall-1 security suite and
Check Point’s powerful VPN technology, the VPN-1 solutions integrate advanced
virtual private networking as a core component of an overall enterprise security policy.
The VPN-1 product family includes solutions that address all aspects of VPNs:
Software-based VPN Gateway products, plug-and-play VPN appliances, client-based
VPN software, VPN acceleration cards, and turnkey Public Key Infrastructure (PKI)
products.

8.3 VPN GateWay

VPN-1 Gateway™ is a tightly integrated software solution combining the market-
leading FireWall-1® security suite with sophisticated VPN technologies. The
cornerstone of Check Point’s Secure Virtual Network architecture, VPN-1 Gateway
meets the demanding requirements of Internet, intranet, and extranet VPNs by providing
secure connectivity to corporate networks, remote and mobile users, satellite offices,
and key partners. VPN-1 Gateway software may be deployed on a range of platforms
for maximum flexibility and scalability.

VPN-1 Gateway supports sophisticated high availability configurations for IPSec
traffic, and provides built-in resiliency for remote access VPNs. Extranets are made
possible through support for industry standards as well as all leading PKI products and
services. For superior performance, VPN-1 Gateway solutions may also include
bandwidth management, compression, and hardware-based VPN acceleration.

8.3.1  Product Features

 Protects data communications with industry-standard encryption, authentication,
and key management schemes

 Secures valuable corporate resources with FireWall-1
 Enables centralized, integrated, policy-based management of the entire

enterprise security policy
 Includes advanced OpenPKI support, integrated bandwidth management,

compression, and sophisticated High Availability solutions

8.3.2  Product Benefits

 Ensures maximum security for corporate resources and Internet communications
 Lowers cost of connecting mobile workers, telecommuters, and branch offices
 Eases network security management and reduces administrative overhead



 Provides scalability, reliability, and superior performance for mission-critical
VPNs

8.3.3  Security

Check Point VPN-1 Gateway integrates access control, authentication, and encryption
to guarantee the security of network connections, the authenticity of local and remote
users, and the privacy and integrity of data communications.

Access Control

Based on the market-leading FireWall-1, Check Point VPN-1 Gateway supports more
than 150 pre-defined applications, services, and protocols out of the box. VPN-1
Gateway secures all popular Internet services, including the most commonly used
applications like HTTP, SMTP, Telnet, and FTP; the entire TCP family of applications;
and connectionless protocols such as UDP. In addition, VPN-1 Gateway supports
important business applications such as Oracle SQL, multimedia applications such as
RealAudio, and Voice over IP (VoIP) services such as H.323.

Supported User Authentication Schemes

User Authentication Scheme Verification Mechanism
RADIUS Supports multiple authentication methods

TACACS/TACACS+ Supports multiple authentication methods
Token-based (two factor) Uses hardware token and password

Operating System Password Standard OS password
FireWall-1 Password FireWall-1 gateway password

S/Key Seed-based one-time passwords
Digital Certificates Validated by checking the CA’s signature

Supported Data Authentication Schemes

Data Authentication Scheme Key Length Hash Length
CBC-DES-MAC 56-bit 64-bit

MD5 128-bit 128-bit
SHA-1 160-bit 160-bit

Supported Key Management Schemes

Scheme Process Description
IKE

(ISAKMP/Oakley)
Automatic Optional key management scheme for

IPv4, mandatory for IPv6
FWZ Automatic Internal or external CA/PKI

automatically establishes security
associations and updates public keys

SKIP Automatic Optional key management scheme for
IPv4

Manual IPSec Manual All security associations & keys



distributed manually

Authentication

One of the most important requirements of a VPN solution is the ability to verify the
identity of the person using the VPN. Once users successfully authenticate themselves,
they gain secure access to network resources such as email, internal Web servers, NT
domain resources, and database applications.

For maximum security and flexibility, VPN-1 Gateway provides integrated support for
multiple user authentication methods. User authentication can be accomplished using
smart cards, token-based products like SecurID, LDAP-stored passwords, RADIUS or
TACACS+ servers, pre-shared secrets, X.509 digital certificates, or even advanced
biometric techniques. In addition, Check Point provides the Secure Authentication API
(SAA), an open application programming interface that enables third-party security
vendors to integrate their leading-edge solutions with VPN-1.

VPN-1 Gateway provides additional flexibility by enabling organizations to utilize any
supported authentication method in conjunction with the Internet Key Exchange (IKE)
for IPSec VPN deployments.

Encryption

Once secure network access has been granted, a VPN solution must protect the privacy
of the data being transmitted. By adhering to the IPSec standard, VPN-1 Gateway
automatically negotiates the strongest possible encryption and data authentication
algorithms available between communicating parties. This includes both DES and
Triple DES for data encryption, and SHA-1 and MD5 for data authentication. In
addition, encryption keys are updated frequently, ensuring maximum security and
providing Perfect Forward Secrecy (PFS) so that older encryption keys  cannot be used
to decipher more recent communications.

Supported Encryption Algorithms

Encryption Key Length
RC4-40 40-bit

CAST-40 40-bit
FWZ-1 48-bit
DES-40 40-bit (32-bit IV)

DES 56-bit
CAST 128-bit

Triple DES 168-bit
RSA Keys 512/1024-bit

Diffie-Hellman Keys 512/1024-bit

Public Key Infrastructure (PKI) Support

Public Key Infrastructures provide the necessary management infrastructure for large
IPSec VPN deployments by enabling the use and management of keys and digital



certificates. By adhering to industry standards such as X.509, PKIs also ensure the
highest levels of security and interoperability as organizations expand their networks
through remote access and extranet VPNs.

Interoperability through OpenPKI

VPN-1’s OpenPKI support allows customers to choose the PKI solution that best fits
their needs. OpenPKI ensures that VPN-1 Gateways, as well as VPN-1 Appliances and
client solutions, are compatible with all leading PKI products and services. PKI
solutions from vendors such as Entrust, Verisign, Baltimore Technologies, and
Netscape are being certified as part of Check Point’s OPSEC (Open Platform for
Security) Alliance.

Concurrent Support for Multiple Vendors’ Certificate Authorities

VPN-1 Gateway enables the establishment of heterogeneous extranets by supporting the
simultaneous use of digital certificates from multiple CAs (Certificate Authorities). This
capability is absolutely critical to successful deployment of a VPN involving multiple
companies, since each company may have a different VPN solution in use. Concurrent
certificate support allows a single VPN-1 Gateway to simultaneously establish multiple
IPSec connections with gateways using different vendors’ VPN and PKI solutions.

High Availability

Today’s E-Business environments require a fail-safe, secure infrastructure. If a VPN
gateway becomes unreachable for even a few minutes it can mean a substantial financial
loss. Check Point VPN-1 Gateway offers a range of high availability solutions for
business-critical VPNs.

Sophisticated Fail-Over Capabilities



VPN-1 Gateway enables high availability solutions which maintain IPSec connections
during fail-over. Enhanced state table synchronization enables transparent hot standby
configurations for both site-to-site and client-to-site VPN deployments. With
transparent fail-over, mission-critical VPN gateways are always available and sessions
continue seamlessly if a gateway becomes unavailable for any reason. In such an event,
users connected to that gateway will not have to re-authenticate and will not even notice
that an alternate gateway has taken over. Mission-critical operations or high-value
transactions will continue intact without needing to be restarted.

Resilient Remote Access

VPN-1 Gateway, together with either VPN-1 SecuRemote™ or VPN-1 SecureClient,
also provides a cost-efficient alternative to high availability configurations requiring
redundant hardware. In multi-site VPNs, VPN-1 Gateway enables the VPN client to
detect a gateway outage, and then use any available gateway to access network
resources. Thus the VPN connection is established and all traffic is routed correctly
through an alternate gateway with complete user transparency.

Enterprise Management

Virtual Private Networks are only one component of an organization’s overall network
security strategy. An effective security solution must provide the ability to define VPNs
within a single, enterprise-wide security policy which can be distributed and managed
from one central console. An extensible VPN solution must also be easy to deploy and
administer as the number of users grows.

Check Point’s intuitive graphical user interface provides a single management console
for defining and managing multiple elements of a Secure Virtual Network: firewall
security, VPNs, network address translation, bandwidth management, and data
compression. All object definitions (e.g. users, hosts, networks, and services) are shared
among all applications for efficient policy creation and security management.

Centralized Management

VPN-1 implementations are integrated into an overall enterprise security policy simply
by adding one or more rules to the security rule base. Once a policy has been created or
modified, it is automatically distributed to all security enforcement points.

Check Point’s unified management console and automatic distributed deployment of
policies dramatically increases management efficiency when compared to solutions that
require either multiple management interfaces or per-device policy installation.
Furthermore, overall security is strengthened because the policy is always up-to-date at
all network enforcement points.

Scalability

Check Point VPN-1 deployments scale to accommodate large numbers of VPN nodes—
either users or remote sites. Because VPN-1 Gateway software runs on a variety of
platforms and operating systems, organizations can choose the deployment platform that
best meets their current and projected needs. Furthermore, by supporting standards-



based directory and PKI infrastructures, VPN-1 solutions are able to support large, open
VPN communities with minimal management overhead.

Check Point Enterprise Management Console VPNs are defined as rules within the overall enterprise
security policy.
Comprehensive Solutions

Check Point offers a broad range of VPN products from which organizations can choose
to design the configuration that best meets their requirements. Individual data sheets are
available for the following products:

 VPN-1 SecuRemote: Client-side encryption software to extend the enterprise
VPN to desktop, remote, and mobile users

 VPN-1 SecureClient: Enhanced VPN client software offering centrally
managed personal firewall capabilities and security verification for all enterprise
VPN users

 VPN-1 SecureServer™: Security and VPN connectivity designed specifically
for a single application server

 VPN-1 Appliances™: A complete family of integrated hardware and software
solutions delivering secure Internet access for all size networks

 VPN-1 Accelerator Card™: A plug-and-play hardware PCI card which speeds
VPN performance through acceleration of IPSec encryption

 FloodGate-1™: Policy-based, enterprise bandwidth management solution
which optimizes network performance by assigning priority to business critical
traffic

 Compression Server Module: Compression for business-critical data flowing
between VPN-1 Gateways which significantly increases site-to-site VPN
performance

 High Availability Module: Seamless fail-over for mission-critical deployments
through clusters of redundant gateways

 VPN-1 Certificate Manager™: A complete turnkey certificate management
system for Check Point’s VPN-1 solutions

Flexible Deployment



VPN-1 Gateway is the cornerstone of Check Point VPN-1 solutions, the most
comprehensive set of products and technologies for remote access, intranet, and extranet
VPNs. VPN Gateway software can run on a variety of platforms—Unix and NT servers,
dedicated appliances, and other networking devices—to meet the needs of any VPN
deployment.

Network interface

ATM
Ethernet
Fast Ethernet
FDDI
Token Ring



9 Cosine Communications

9.1 IPSX 9000

The IPSX 9000™ is a 26-slot non-stop IP service processing switch designed
specifically to deliver computationally-intense IP services such as VPNs with scalable
high performance. The switch architecture features scalable ASIC-based processors and
open multipurpose operating system, enabling Service Providers to add features,
technologies and applications as subscribers' requirements evolve over the years.

Service Providers configure the IPSX with three types of Service Blades to enable a
broad IP Service Suite. The Service Suite leverages the concept of a Virtual Router
(VR). Service Providers can provision the switch to provide each enterprise network
with Virtual Routing capabilities, each featuring distinct routing tables, packet
classification and forwarding capabilities. SPs may selectively apply services from the
IP Service Suite to each VR Interface (VI), creating customized services for thousands
of subscriber networks. VIs may be provisioned for site-to-site intranets, dial-in tunnels
and Internet access. The IP Service Suite includes IPSec, PPTP, L2TP, application
proxy firewall, NAT, bandwidth management and Multiprotocol Label Switching
(MPLS).



10 CyLink

10.1.1 Cylink NetHawk

The NetHawk™ is a robust and reliable, virtual private network appliance for establishing
secure Internet communications. This new standards-based product transparently
integrates into the network to provide enterprise-strength performance and
manageability. Moreover, it allows companies to move their site-to-site and domain-to-
domain business communications over the Internet to reduce costs, increase business
opportunities and securely communicate with employees or business partners.

The NetHawk is Cylink's answer to the poor performance and weak manageability that
drive up the total cost of ownership of network security. Built to meet the scaleable
demands of today's enterprise-level networks, it operates at 10/100 Mbps while
supporting thousands of secure simultaneous connections and strong Triple-DES
encryption at full wire speeds.

Like all Cylink security appliances, the NetHawk features Cylink's PrivaCy Manager™
- a policy-based management application with flexible, secure and transparent SNMP-
based monitoring and control capabilities. Plus, it provides the ability to define
integrated security policies that can be distributed across multiple NetHawk VPN's.

The NetHawk represents more than 16 years of experience in developing secure e-
business solutions. ISO 9000 Quality Assurance and Test Procedures provide the
quality and reliability to realize the full power and productivity of the Internet. And,
since the NetHawk complies with IPSec standards, it offers maximum interoperability
and easy integration with the Internet products that are essential to global business.

Key Features:

 Low cost of ownership
 IPSec-compliant operation
 High capacity site-to-site security
 Fully scaleable to meet enterprise security needs
 Supports thousands of simultaneous connections
 Drop-in-place integration for existing network environments
 Central policy-based management with Cylink PrivaCy Manager
 Standards-based encryption, authentication, digital certificates and key

management



Specifications
Authentication And Key Management

• Device-to-device

• Manager-to-device

• PKCS 10 standard(s)

• Diffie-Hellman

• X.509 v3

IKE Features

• 128 byte pre-shared keys

• DSS authentication (64/96/128 bytes)

• NIST FIPS PUB 186

• Quick/Main/Aggressive modes

Encryption

• DES (Data Ecnryption Standard)

• -FIPS 46-2 (56-bit keys)

• -Standard CBC mode

• Triple-DES

• -ANSI X9.52 (168-bit keys) algorithm



• -Standard CBC mode

• IPSec compliant

• RFC 2405, 2451

Protocol Support

• IEEE 802.3 Ethernet

• IPSec RFC 2104, 2401, 2412

Data Integrity

• HMAC-MD5 RFC 2104, 2403, 1321

• HMAC-SHA-1 (FIPS PUB 180-1) RFC 2104, 2404

• DES-MAC

IPSec Modes

• Tunnel

• ESP (Encapsulated Security Payload)

• AH (Authentication Header)

Management Interfaces

• IEEE 802.3 Ethernet (remote configuration and management)

• RS-232 menu-driven interface

Security Management

• Extensive audit logging

• Alarm condition detection and reporting

• Configuration and security management

• Secure download of software updates

• Standard SNMP and IPSec tunnel

• Installation and authentication

• Performance monitoring

• In-band management

Physical Security

• Tamper-proof storage for cryptographic information

• Tamper-resistant, extruded/sheet metal construction

Management Platforms



• Microsoft Windows® and NTTM

• Sun® Solaris (future)

Electrical/Mechanical

• 19" rack mount design

• 2.2" H x 17" W x 14.7" D inches (5.5 cm x 43.2 cm x 37.3 cm)

• 8 lbs (3.60 Kg) weight

• 90-264 VAC @ 50/60Hz autoranging

• 17 Watts power dissipation (typical)

Certifications

• FIPS PUB 140-1 Level 2, designed and pending

Environmental

• 0° to 50° degrees C (32° to 122° F) operating temperature

• Up to 90% operating humidity (non-condensing)

• -200 to10,000 feet AMSL operating altitude

Customer Support

• 12-month warranty

• Extended support and maintenance contracts available

• Worldwide sales, service and distribution

11 Free S/WAN

Project Free S/WAN for Linux. overall goal is to make the Internet more secure and
more private, to make Internet "wiretapping" entirely impractical.

IPSEC is designed to support (among other things) VPNs or virtual private networks,
which allow multiple sites from an organisation (optionally, and its clients, suppliers,
etc.) to communicate securely over an insecure Internet by encrypting all
communication between the sites. The goal is to extend that to a real private network in
which anyone who chooses to communicate securely can do so, in which strong
encryption is universally available.

More detailed objectives are:
• help make IPSEC widespread by providing an implementation with no

restrictions:



o freely available in source code under the GNU General Public License

o running on a range of readily available hardware

o not subject to US or other nations' export restrictions.

o Note that in order to avoid even the appearance of being subject to those
laws, the project cannot accept software contributions -- not even one-
line bug fixes -- from US residents or citizens.

• provide a high-quality IPSEC implementation for Linux

o portable to all CPUs Linux supports: (current list)

o interoperable with other IPSEC implementations: (current list)

• extend IPSEC to do opportunistic encryption so that

o any two systems can secure their communications without any pre-
arrangement specific to that connection. All they need do is publish
public key information for IPSEC in Secure DNS and they can
communicate securely with anyone else who has done so.

o a significant fraction of all Internet traffic is encrypted

o it becomes impossible for even huge well-funded agencies to monitor the
net

11.1 FreeS/WAN parts

11.1.1 KLIPS: Kernel IPSEC Support

KLIPS is KerneL IPSEC Support, the modifications necessary to support IPSEC within
the Linux kernel. KILPS does all the actual IPSEC packet-handling, including

• encryption

• packet authentication calculations

• creation of ESP and AH headers for outgoing packets

• interpretation of those headers on incoming packets
KLIPS also checks all non-IPSEC packets to ensure they are not bypassing IPSEC
security policies.

11.1.2 The Pluto daemon

Pluto(8) is a daemon which implements the IKE protocol. It
• handles all the Phase one ISAKMP SAs

• performs host authentication and negotiates with other gateways

• creates IPSEC SAs and passes the data required to run them to KLIPS



• adjust routing and firewall setup to meet IPSEC requirements. See our IPSEC
and firewalling document for details.

Pluto is controlled mainly by the ipsec.conf(5) configuration file.

11.1.3 The ipsec(8) command

The ipsec(8) command is a front end that allows control over IPSEC activity.

11.1.4 Linux FreeS/WAN configuration file

The configuration file for Linux FreeS/WAN is
/etc/ipsec.conf

For details see the ipsec.conf(5) manual page and our Setup and Configuration HTML
documents.

11.2 Key management

There are several ways IPSEC can manage keys. Not all are implemented in Linux
FreeS/WAN.

IPSEC allows keys to be manually set. In Linux FreeS/WAN, such keys are stored with
the connection definitions in /etc/ipsec.conf.

Manual keying is useful for debugging since it allows you to test the KLIPS kernel
IPSEC code without the Pluto daemon doing key negotiation.
In general, however, automatic keying is preferred because it is more secure.

11.2.1 Automatic keying

In automatic keying, the Pluto daemon negotiates keys using the IKE Internet Key
Exchange protocol. Connections are automatically re-keyed periodically.

This is considerably more secure than manual keying. In either case an attacker who
acquires a key can read every message encrypted with that key, but automatic keys can
be changed every few hours or even every few minutes without breaking the connection
or requiring intervention by the system administrators. Manual keys can only be
changed manually; you need to shut down the connection and have the two admins
make changes. Moreover, they have to communicate the new keys securely, perhaps
with PGP or SSH. This may be possible in some cases, but as a general solution it is
expensive, bothersome and unreliable. Far better to let Pluto handle these chores; no
doubt the administrators have enough to do.

Also, automatic keying is inherently more secure against an attacker who manages to
subvert your gateway system. If manual keying is in use and an adversary acquires root
privilege on your gateway, he reads your keys from /etc/ipsec.conf and then reads all
messages encrypted with those keys.



If automatic keying is used, an adversary with the same privileges can read
/etc/ipsec.secrets, but this does not contain any keys, only the secrets used to
authenticate key exchanges. Having an adversary able to authenticate your key
exchanges need not worry you overmuch. Just having the secrets does not give him any
keys. You are still secure against passive attacks. This property of automatic keying is
called perfect forward secrecy, abbreviated PFS.

Unfortunately, having the secrets does allow an active attack, specifically a man-in-the-
middle attack. Losing these secrets to an attacker may not be quite as disastrous as
losing the actual keys, but it is still a serious security breach. These secrets should be
guarded as carefully as keys.

11.2.2 Methods not yet implemented

Unauthenticated key exchange

It would be possible to exchange keys without authenticating the players. This would
support opportunistic encryption -- allowing any two systems to encrypt their
communications without requiring a shared PKI or a previously negotiated secret -- and
would be secure against passive attacks. It would, however, be highly vulnerable to
active man-in-the-middle attacks. RFC 2408 therefore specifies that all ISAKMP key
management interactions must be authenticated.

There is room for debate here. Should we provide immediate security against passive
attacks and encourage widespread use of encryption, at the expense of risking the more
difficult active attacks? Or should we wait until we can implement a solution that can
both be widespread and offer security against active attacks?

So far, we have chosen the second course, complying with the RFCs and waiting for
secure DNS (see below) so that we can do opportunistic encryption right.

Key exchange using DNS

The IPSEC RFCs allow key exchange based on authentication services provided by
Secure DNS. Once Secure DNS service becomes widely available, we expect to make
this the primary key management method for Linux FreeS/WAN. It is the best way we
know of to support opportunistic encryption, allowing two systems without a common
PKI or previous negotiation to secure their communication.

As of FreeS/WAN 1.4, it has experimental code to acquire RSA keys from DNS but do
not yet have code to validate Secure DNS signatures.

Key exchange using a PKI

The IPSEC RFCs allow key exchange based on authentication services provided by a
PKI or Public Key Infrastructure. With many vendors selling such products and many
large organisations building these infrastructures, this will clearly be an important
application of IPSEC and one Linux FreeS/WAN will eventually support.



On the other hand, this is not as high a priority for Linux FreeS/WAN as solutions based
on secure DNS. We do not expect any PKI to become as universal as DNS. Adding
support for PKIs might be a good project for volunteers.

Some patches to handle authentication with X.509 certificates, which most PKIs use,
were written by a volunteer for an earlier FreeS/WAN version.

Photuris

Photuris is another key management protocol, an alternative to IKE and ISAKMP,
described in RFCs 2522 and 2523 which are labelled "experimental". Adding Photuris
support to Linux FreeS/WAN might be a good project for a volunteer. The likely
starting point would be the OpenBSD photurisd code.

SKIP

SKIP is yet another key management protocol, developed by Sun. At one point it was
fairly widely used, but our current impression is that it is moribund, displaced by IKE.
Sun now (as of Solaris 8.0) ship an IPSEC implementation using IKE. We have no
plans to implement SKIP.

12 F-Secure

F-Secure VPN+ secures the transmission of mission critical data over TCP/IP networks,
such as the Internet. It provides a peerless software-only solution for corporations
giving, for example,

 Traveling employees private access to a corporate LAN / intranet from any dial-
up-point

 IT staff the ability to secure internal networks and partition parts of the network
 Corporate partners permanent or temporary, secure connections (extranet) for

business collaboration

F-Secure VPN+ can route, filter, encrypt and authenticate IPSec and plain-text data
under a comprehensive security policy management infrastructure.

Key Features
 Protects data in transit end-to-end to provide secure remote access, encrypted

LANs, and protected intranets / extranets.
 Operates at the network-layer (IP level) to provide end-users with complete

transparency.
 Tested compliance with IPSec protocol insures interoperability with other

systems.
 Supports workstations, servers, and gateways.
 Role-based policies provide multiple configuration profiles for end-users like

"out-of-office", "at-home", or "in-office".



12.1 F-Secure VPN+

F-Secure VPN+ is a software-based virtual private network that provides total end-to-
end security by protecting every link in the corporate network chain including clients,
servers, and gateways.

F-Secure VPN+ integrates with our world-class anti-virus and desktop encryption
solutions under one policy management system, enabling you to deploy and manage
your crucial security applications throughout the world from a single location and
maintain complete transparency to the end-user.

Full Policy Enforcement

F-Secure VPN+ is fully integrated with the F-Secure Policy Manager for enterprise-
wide software distribution, policy creation and management. Security settings for the
entire corporate network can be made from the administrator’s workstation including
role-based policies, which provide multiple configuration profiles for end-users like
“out-of-office”, “at-home”, or “in-office”. Also, tedious one-computer-at-a-time
installations and one-disk- at-a-time maintenance efforts are eliminated by offering
simultaneous installations from one location.

Powerful Security

F-Secure VPN+ offers full key-length encryption and certificate based authentication,
which guarantees the strongest security for all mission critical networks worldwide. As
a software-only solution, F-Secure VPN+ provides and supports the latest standards
while maintaining high throughput and performance.

Protects data in transit end-to-end to provide secure remote access, encrypted LANs,
and protected intranets / extranets.  Remotely managed with F-Secure Policy Manager
with easy over-the-network deployment and complete end user transparency Role-based
policies  provide multiple configuration profiles for end-users like “out-of-office”, “at-
home”, or “in-office”.

Software-only solution is easy to maintain while needing no extra hardware and
maintaining Ethernet speeds.

Tested compliance with IPSec protocol insures interoperability with other systems.
Supports laptops, desktops, servers, and gateways. Integrates with F-Secure Anti-Virus
and F-Secure FileCrypto so that all of your critical security functionality works together
seamlessly.

Authentication using pre-shared keys, Radius or X.509v3 certificates with support for
all leading PKIs with automated enrolment Optional support for smartcards with F-Secure
Smartcard Extension

The First and Only Solution for Every Link in Every Network



F-Secure VPN+ secures the transmission of mission critical data over TCP/IP networks,
such as the Internet. It provides a peerless software-only solution for corporations
giving, for example,

 Traveling employees private access to a corporate LAN / intranet from any dial-
up-point, cable modem or DSL

 IT staff the ability to secure internal networks and partition parts of the network
 Corporate partners permanent or temporary, secure connections (extranet) for

business collaboration F-Secure VPN+ can route, filter, encrypt and authenticate
IPSec and plain-text data under a comprehensive security policy management
infrastructure.

Intranets

F-Secure VPN+ provides a cost-effective security solution for intranet connections
between corporate sites and within local area networks (LANs). The LAN can be
partitioned into subdivisions (including wireless LANs) providing IT staff with the
ability to create clear-text or encrypted internal networks within the larger network.

Extranets

F-Secure VPN+ provides strong authentication and filtering for extranet connections
between an organization and its partners, subcontractors, and/or distributors. It keeps
unwanted users out and facilitates secure communication by transparently encrypting inter-
office connections within and host-to-host connections between business partner networks.

Remote Access

F-Secure VPN+ secures the extension of the corporate LAN / intranet to employees on
the road or at home offices from any dial-up point of presence, over cable modem or
DSL connection. Typical remote networking applications, such as e-mail and server-file
access, are secured transparently.

Public Key Infrastructure (PKI) support

F-Secure VPN+ supports SCEP and LDAP protocols for automated certificate
enrollment, revocation and updating, eliminating the need to manually download
certificates and Certification Revocation Lists (CRLs). F-Secure VPN+ supports
certificates issued by e.g. Entrust, VeriSign, Netscape, Microsoft, Baltimore and RSA
Security.

12.1.1 F-SECURE awards

 ICSA IPSec 1.0a Certification 2000
 Hot Product of 1997: Data Communications
 International Magazine
 Best New Product of 1997: LAN Magazine

12.1.2 Platforms



 Windows NT 4.0
 Windows 95
 Windows 98
 Windows 2000*
 Solaris Sparc*
 Solaris x86*
 Linux*

* denotes a feature or version available
with future releases

12.1.3 Standards

 Encryption
 DES, 3-DES, CAST, Blowfish
 Authentication
 Certificate-based with RSA or DSS
 signatures, shared secret, IKE-XAUTH
 secured RADIUS
 Integrity
 HMAC-MD5, HMAC-SHA-1
 Key management
 IKE (Main/Aggressive), Diffie -Hellman
 Protocols
 TCP/IP, IPSec ESP/AH, LDAP, SCEP
 Security standards
 IPSec, IKE, IKE-XAUTH, X.509v3,
 RSA, DSS, PKCS 7/10/11, IPComp
 Connection types
 PPP, Ethernet

12.1.4 What’s New in Version 5.0
• Full PKI support

o Certificate enrolment (CEP protocol)

o Certificate Revocation Lists (CRL)

o LDAP for fetching own certificate and CRLs

• Smartcard Support

o Certificate and Private key storage

o Phase 1 Authentication using the Certificates in the Smartcard

13 IBM



13.1 2212 Access Utility Sales Reference Sheet

Highlights:
 Excellent scalability to meet a wide range of network access requirements
 IP load balancing using Network Dispatcher
 Native APPN/HPR routing for cost-effective host solutions
 Manage VPN security and Quality of Service (QoS) with Nways® VPN manager

Features and Benefits:

Cost-savings multiservice platform:
 Best-of-breed multiprotocol capability for SNA/IP integration
 SNA over IP functionality
 Thin Server functionality provides application boot for network stations
 Remote access support using integrated analog or digital modem adapters
 Web caching feature to improve performance of Web transactions
 Integrated voice for cost-effective networking (Voice/fax over Frame Relay and

Voice over IP)

Security features:
 Virtual private networks (VPNs)

• Open standards using IPSec and L2TP
• Secure connections over the Internet to reduce cost of transport
• High-performance hardware encryption option

 Integrated firewall features

Optional performance features:

 High-performance system card for scalable growth
 Hardware compression/encryption card for efficient economical transport

Key Selling Points

 Supports VPN, Remote LAN, advanced multiprotocol routing and voice in one
manageable package

 Delivers peak performance in demanding and complex multiservice
environments.

 Provides the most extensive set of multiservice functions in a single easily-
managed platform

 Supports the industry’s open network management standard—SNMP.

14 IRE SafeNet Products

IRE’s SafeNet VPN products are developed to meet the network security needs of
organizations using the Internet now and into the future. The SafeNet product line
provides the most comprehensive offering of remote access, gateway, server, and
security management products in the industry. The SafeNet VPN product line features
strong standards-compliant security including 3DES-based encryption; user



authentication; message authentication; role-based policy management; and fine grained
access control. All of our SafeNet products are Year 2000 compliant.

IRE’s commitment to standards-compliance is evident in our SafeNet products. Based
on the Internet Protocol Security Standard (IPSec) and emerging Public Key
Infrastructure (PKI) standards, customers are assured of secure, scaleable, and
compatible VPN solutions.

14.1 SafeNet/SpeedTM

SafeNet/SpeedTM is the industry’s first and only dedicated VPN gateway solution that
provides users a scalable, upgradable architecture to meet the evolving performance,
security, and multi-vendor compatibility requirements for site-to-site and remote access
VPN applications. SafeNet/Speed features the SafeNet DSPTM “Internet Security System
on a Chip,” jointly developed by IRE and Analog Devices, Inc., which combines high
performance with the industry’s strongest encryption and authentication schemes for
tunneling data securely across the Internet or private TCP/IP networks. 

SafeNet/Speed may be implemented as a standalone “plug and play” unit for
organizations who simply require a high-performance VPN gateway, or as part of IRE’s
SafeNet Enterprise Version 3 family of products, for those who need a turnkey VPN
solution including clients and management. SafeNet/Speed provides robust security in a
low-cost gateway, making it possible for organizations of all sizes and budgets to take
advantage of the security and cost savings of VPNs. SafeNet/Speed also features
integrated packet-filtering firewall functionality for increased security.

SafeNet/Speed Family of VPN Gateways featuring the SafeNet DSP™ 'internet security
system on a chip' combines high performance with the industry's strongest encryption
and authentication schemes to tunnel data across the Internet or private TCP/IP
networks securely! The SafeNet/Speed platform is an IPSec-compliant VPN offering
that satisfies the market need for a low-end, cost-effective, dedicated VPN gateway
while providing an easy and inexpensive upgrade path to higher end VPN solutions.

The SafeNet/Speed Family satisfies broad range security needs from small office and
remote access VPN connectivity requirements to high-bandwidth site-to-site or host
security applications. Throughput rates of each VPN gateway meet the performance
demands of organizations of all sizes.

Comprehensive Security and Performance for Any Network Environment

The SafeNet/Speed Family features three VPN gateways to suit a wide range of
applications and performance requirements:

 Speed-FE   Speed-FE provides an entry level, upgradeable VPN server solution
for small to large companies with T-1 or lower bandwidth access for remote
office connectivity and small remote access communication needs.

 Speed-RFE   Speed-RFE is an upgradeable VPN gateway designed for small to
large companies with 10 Mbps bandwidth requirements for server or host
security, site-to-site, and remote access applications.



 Speed-SFE   Speed-SFE is a high-end VPN gateway designed for companies
with T-3 high-throughput networks and large volume traffic environments.The
SafeNet/Speed platform provides organizations and service providers a flexible
architecture to serve remote access and site-to-site VPN applications of all sizes.

Effortless Upgrades with the Power Board

Offering an inexpensive and easy upgrade path to higher-end VPN solutions,
SafeNet/Speed solves problems introduced by expanding network traffic and demands.
With three performance levels, SafeNet/Speed is affordable to a broad range of
customers, from the SOHO to large corporate enterprises.

SafeNet/Speed provides organizations with a flexible migration path for their evolving
VPN needs. Users can upgrade from Speed-FE to Speed-RFE by adding the SafeNet
DSP-enabled Power Board. Additional upgrades can be performed by easy firmware
downloads.

Running on both 10 and 100 Mbps networks, SafeNet/Speed auto-senses and delivers
the throughput you need for your network with no user intervention. SafeNet/Speed is
ideal for environments where network resources are being upgraded from 10 to 100
Mbps. The throughput delays and bottlenecks introduced by legacy encryption devices
in today's high speed networks become a thing of the past with SafeNet/Speed.

SafeNet/Speed is topology-agile, providing encryption and authentication on your LAN,
individual workstation, server, or host computer. Wherever you have a need for
security, SafeNet/Speed is the answer! Use it with other SafeNet products in a VPN to
achieve the same absolute privacy on Internet connections as on an encrypted, dedicated
link.

IPSec Enterprise Solution or IPSec Interoperable Standalone Gateway

SafeNet/Speed may be implemented as a standalone "plug and play" unit for
organizations who simply require a high-performance VPN gateway, or as part of IRE's
SafeNet Enterprise Version 3 family of products, for those who need a turnkey VPN
solution including clients and management. Purchased individually, SafeNet/Speed is
ideal for multi-vendor network environments, featuring interoperability with other
IPSec-compliant products. When used as part of the SafeNet Enterprise family,
SafeNet/Speed provides essential features that are not currently addressed by the IPSec
standard. These IPSec "Plus" features include integrated user authentication, centralized
policy management, integrated certificate authority (CA) services and management,
access control, and event logging.

Secure Your Business, Secure Your Network

The privacy of your business communications is important. The Internet is a public
network. When your business communications traverse the Internet, the messages are
part of the public network. Keep your sensitive business communications private with
standards compliant security products. Keep your sensitive, private business
communications, private with SafeNet!



SafeNet/Speed provides the ultimate in security for today's high-bandwidth networks.
Whether it is on your intranet, an extranet, or securing eCommerce applications,
SafeNet/Speed can protect your company data.

Encryption Protects Your Messages

Encryption is the strongest form of data privacy. SafeNet/Speed combines strong
Triple-DES encryption to protect your sensitive messages from interception and
alteration as they cross the Internet or a private TCP/IP Wide-Area Network (WAN). In
conmpliance with IPSec and designed to meet FIPS 140-1 standards, SafeNet/Speed
provides executable security today.

Tunneling Protects Your Internal Network

SafeNet/Speed also performs IP address hiding - or tunneling - which effectively hides
the source and destination IP addresses before data is sent. The receiving device then
recovers hidden addresses and delivers the secure packet to its intended address.
Tunneling helps you conserve registered IP addresses and keep your network
configuration private.

Integrated Filtering Firewall

SafeNet/Speed filters each packet based on source and destination address and socket
service. Packet filtering enables you to control access flexibly for each SafeNet/Speed.

Choose the Proven Industry Leader

IRE's SafeNet technology is quickly becoming the de facto standard for VPNs in the
networking industry. The SafeNet DSP hardware acceleration solution and
SafeNet/Soft-PK VPN client have been selected by leading communication companies
including Cisco, Nortel, Lucent, Xedia and Cabletron. The SafeNet/Speed family of
VPN gateways leverages the same trusted technology to offer a complementary, cost-
effective solution for customers requiring dedicated VPN gateways. IRE provides
customers a compatible VPN solution to co-exist with its OEM partners' VPN-enabled
router/switch and VPN client implementations.

15 Kame Project

KAME Project is a joint effort to create single solid software set, especially targeted at
IPv6/IPsec. Talented researchers from several Japanese major companies joined the
project. This joint effort will avoid unnecessary duplicated development in same area,
and effectively provides high quality, advanced featured package.

KAME Project aims to provide FREE reference implementations of
 IPv6
 IPsec (for both IPv4 and IPv6)
 advanced internetworking such as advanced packet queuing, ATM, mobility,

and whatever interesting



on BSD variants.

Currently several BSD variants are being developed including FreeBSD, NetBSD,
OpenBSD, and BSDI as commercial product. They are developing/improving network
code (sys/netinet tree) separately.

Heterogeneity is important, but currently we do not have single shared reference code
for networking. In IPv4 days we had good reference code, such as UCB Network
Releases. When consider to use IPv6, there are several choices already. The problem
here is, even if *BSD projects choose a single IPv6 stack to merge into them, the code
will be maintained by each project separately and these code likely to be quite different
on each project tree.

We thus formed a project to implement and maintain the best available code for
IPv4/IPv6/IPsec/whatever, which will be the basis of advanced internetworking in the
21st century.
KAME project was started as a 2-year project (April 1998 - March 2000). It has got
extension for 2 years, so will be until March 2002 at this moment. Core researchers are
from the following companies (in alphabetical order):

• Fujitsu Limited

• Hitachi, Ltd.

• IIJ Research Laboratory

• NEC Corporation

• Toshiba Corporation

• YDC Corporation

• Yokogawa Electric Corporation
Core researchers have committed to work on the IPv6 stack more than 3 days per week,
in full-time manner. Therefore, the project is the primary task for the core researchers (it
is not a hobby for us). The primary task for them is to implement the best networking
code possible, under BSD copyright. Also note that we provide the achievement as Free
software, we're much interested in usage of this stack in many ways. Thus stability is
one of the very important goal for us.

KAME's code is based on WIDE Hydrangea IPv6/IPsec stack. We are now merging
several other codes provided by above researchers, implementing and improving the
software.

15.1 Current Status

(as of $Date: 2000/08/16 01:40:27 $)

15.1.1 kernel:
 IPv6: rock-solid and working fine



 IPsec: ready and working well for both IPv4 and IPv6, good coverage of
algorithms on RFC, attended couple of test events and known to interoperate
well

 IKE: home-brew IKE daemon "racoon" is ready, attended couple of test events
and known to interoperate well, certificate support is yet to be done

 IPComp: ready
 ATM PVC: ready for IPv4/IPv6, heavily tested on Japanese ATM leased line

services
 "FAITH" IPv4-IPv6 TCP relay for border routers: ready and working well
 IPv4-IPv6 header translator: work ongoing
 ALTQ alternate queueing framework: integrated and working well (for

KAME/FreeBSD2, KAME/FreeBSD3, KAME/OpenBSD and KAME/NetBSD)
 Rock solid and most-spec-conformant IPv6 neighbor discovery
 mobile host support in NDP: working fine
 laptop: PAO/ wildboar ready (wildboar is BSDI pccard support code, it is also

from WIDE project)
 In-kernel NAT-PT IPv4/v6 header translator: testing
 ECN friendly behavior for tunnels
 6to4 IPv6 packet encapsulation
 more to come

15.1.2 Userland and others:
 SMTP over IPv6: ready and working well
 POP over IPv6: ready
 ftp over IPv6: ready and working well
 tftp over IPv6: ready and working well
 telnet over IPv6: ready and working well
 ssh over IPv6: ready and working well, supplied as pkgsrc/ports. now openssh is

IPv6-ready by default
 PPP (FreeBSD2/NetBSD/BSDI): ready and working well, with multiprotocol

support
 apache6: ready, works as proxy too (both 1.2.x and 1.3.x)
 v4/v6 nameserver: ready and working well, as "newbie" project and bind8 patch
 v4/v6 resolver: ready and working well
 Multicast DNS resolver: testing
 IPv6 dhcp: testing
 Practical v6 net:

o multihoming: ready and working
o autoconfig: working well for long time
o IPv6 filter: ready on some of platforms
o NAT6: we are trying to avoid this

 mozilla6: ready and testing
 routing daemons: following are ready
 route6d: simple and easy ripng daemon

o hroute6d: highly configurable ripng daemon
o bgpd: highly configurable bgp/ripng daemon
o pim6dd: IPv6 PIM dense mode daemon
o pim6sd: IPv6 PIM sparse mode daemon
o mrt: Multi-threaded routing toolkit from merit
o Zebra routing protocol server
o merit gated



 what others?
o X11 over IPv6: ready but not tested
o IPv6-ready boot floppy for installation over v6 net: now testing for

FreeBSD and NetBSD
o NFS6: planned (NetBSD-current has this)
o perl5: ready as Socket6.pm module
o snmp MIB for IPv6: ready with patched ucd-snmp
o multicast tools: vic, vat, icecast (modified for UDP4/6 multicast

streaming) are ready

15.1.3 Releasing Plan

We plan to release KAME kit in three ways:
 SNAP is for hackers/researchers, will be released once a week (every

Monday). It will include whole bunch of experimental items. It may or may
not be stable.

 STABLE is for more broader public, will be made bi-monthly (odd months).
Many documents are supposed to be updated in STABLE. Since it is aimed
to be a stable snapshot, experimental items are not included in STABLE kits.
Also, TAHI project will be testing IPv6 spec conformance for STABLE kits
before the release.

 RELEASE is an official release for us.
We develop KAME code on top of 4 BSD variants, and 7 different versions:

 BSD/OS 3.1 and 4.1

 FreeBSD 2.2.8, 3.5 and 4.1

 NetBSD 1.4.2

 OpenBSD 2.7
We share most of IPv6/IPsec code among *BSD platforms, so they are in-sync in most
cases.

KAME code is already merged into NetBSD-current, FreeBSD-current and OpenBSD-
current. It is planned to be merged into BSDI 4.x.

In the near future, *BSD groups will ship KAME-integrated official releases (like
NetBSD 1.5 or FreeBSD 4.0). The difference between KAME kit and *BSD releses
would be like below:

1. KAME kit comes with more experimental protocols/APIs support and userland
programs. This would attract researchers more, as not everything in KAME tree
will be merged into *BSD tree (due to discussions, spec maturity, and other
reasons).

2. KAME kit will always be based on public release version of *BSD, so you can
enjoy latest IPv6 tree on top of stable *BSD platforms. This would be nice
feature to have when your goal is to do IPv6 experiment, not to chase *BSD-
current.



3. The merged *BSD releases will give tightly integrated IPv6-ready operating
system. KAME kit is supplied as diffs to *BSD release versions, so it has less
integrated feeling (we are trying our best, though).



16 Lucent

16.1  Lucent's Approach to VPNs

VPNWorX combines Lucent's legacy in delivering circuit-switched voice VPN and
intelligent networking capabilities, with data-centric innovations. This unique and
unparalleled combination creates new converged VPN services for voice and data.

Three fundamental VPN architectures establish the VPNWorX infrastructure:
 Secure Internet uses multiprotocol tunneling with firewall and IPSec security

provisions to make the Internet suitable for remote access, intranet, and extranet
VPNs.

 Frame Relay/ATM offers protocol-independence to accommodate virtually any
application.

 Quality IP adds quality of service and service level agreement performance
assurances to IP.

Enterprises can then use these VPN services to create the solution that is appropriate for
their critical application needs and connectivity requirements, with customer network
management options for enhanced network control and visibility.

A flexible assortment of business models are supported by this foundation:
 Enterprises can subscribe to a managed service for an internally-operated VPN,

or outsource any or all of the tasks to the service provider.
 A value-added reseller, systems integrator, or network integrator can handle

some or all of the implementation and operational tasks.
 Wholesale arrangements-where network resources are leased-can also serve

enterprise subscriber needs.

As enterprises look to take advantage of VPN technologies and service offerings,
Lucent NetCare Services has thousands of professionals worldwide with extensive VPN
skills and expertise, ready to serve as an extension of your staff and support your
network development efforts.

Lucent Secure VPN Products Application

Product Type Lucent Product Remote
Access Site-Site Extranet

Client Software IPSec Client Software X X X
Gateways Lucent VPN Firewall Brick X X X
Firewall Appliances Lucent VPN Firewall Brick X X X
Security Management
Server

Lucent Security Management Server
(LSMS)

X X X

IP Routers Access Point QoS/VPN Routers  X X
Management Server QVPN Builder for Access Point  X X



16.2 Lucent VPN Firewall Family

The VPN Firewall family addresses the needs of customers with growing networks or
significant remote access VPN requirements. The VPN Firewall is an integrated
firewall/VPN gateway appliance with a rugged and reliable design reflected in its
designation as the "Brick." The VPN Firewall Brick 80 (for branch offices) and the
higher performance VPN Firewall Brick 201 (for large sites) can be positioned between
an existing WAN router and the LAN, to provide bulletproof security with both remote
access and site-to-site VPN connectivity. VPN Firewalls not only help you save money
with their easy installation, intuitive administration and minimal maintenance, they give
you peace-of-mind by delivering reliable performance and ironclad security.

The VPN Firewall Bricks will operate seamlessly with any existing WAN router in the
following scenarios:

 A stand-alone, dedicated firewall device within a corporate campus intranet
 A dedicated firewall within a managed firewall or application-hosting service
 A VPN gateway providing a large-scale managed, secure remote access solution
 A VPN gateway providing a secure VPN overlay among sites with existing

routers

Combined with our easy-to-use Lucent IPSec Client software, the VPN Firewall provides
a fully integrated remote access VPN solution conveniently managed from top to
bottom with the Lucent Security Management Server (LSMS). The powerful LSMS simplifies
VPN deployment, scales readily to support network expansion, and consolidates end-to-
end installation, administration and management tasks. With the IPSec Client, there are
no complicated configuration parameters or initialization files to distribute, set up or
import. As a result, large-scale remote access services can be easily and centrally
provisioned and managed by either the enterprise, or by its service provider partner.

Key Benefits

 The purpose-built, iron-clad security platforms are deployed as Layer 2 (Data
Link) devices that are completely invisible in the network

 The integrated, best-of-breed hybrid firewall incorporates the industry's most
advanced security standards and supports a variety of maximum security
services, including antivirus control and URL blocking

 Industry-leading performance is maintained even with complex security policies
and extensive use of strong encryption

 Both ICSA Firewall and IPSec Certified, NSA Certified, and on the US Army's
"Approved Secure Products" list, the VPN Firewall is the safe choice for your
security and VPN needs

Quick Reference

Model Description Applications
VPN

Firewall
Brick 80

80 Mbps of firewall throughput, 10
Mbps 3DES throughput and capable
of handling up to 400 simultaneous

VPN tunnels

Ideal for small- and medium-sized offices, as well as
for extranet partners

VPN
Firewall

Brick 201

125 Mbps of firewall throughput, 75
Mbps 3DES throughput and capable
of handling up to 3,000 simultaneous

Ideal for the enterprise-class demand of the largest
corporate facilities. Affords a NEBS-compliant,

carrier-class solution for service providers with a



VPN tunnels multi-enterprise, managed VPN offer.

ICSA Certification

ICSA V3.0A Firewall Certified, ICSA V1.0A IPSec Certified

Management

SSL, Java based interface and DES encrypted session to Lucent Security Management
Server (LSMS). DES encrypted and digital certificate authenticated session between
LSMS and Bricks. Out-of-band debugging and analysis tool via PSTN.

LAN Interface

Ethernet: (4) 10/100 Base-TX Ethernet (RJ-45)

Hardware Assisted Encryption

Optional Encryption Accelerator module

Other Ports

SVGA video, DB9 serial, PS/2 keyboard

Performance

Maximum number of IPSec remote access tunnels: 3,000
Max throughput without Encryption Acceleration: 10 Mbps @ 3DES/MD5
Max throughput with Encryption Acceleration: 75 Mbps @ 3DES/MD5
Max clear text throughput: 125 Mbps, 100,000 active sessions, 55,000 PPS

VPN Firewall Brick 201 and Brick 80 Software Specifications
Services Supported

Bootp dns eigrp exec ftp gopher
http https ident igmp imap ipsec
Irc kerberos ldap login mbone netbios

Netstat nntp ntp ospf ping pointcast
pop3 rip rip2 rlogin rsh smtp
Snmp ssh syslog telnet traceroute sql*net
Tftp who shell talk lotus notes ica
Pptp RADIUS X11 H.323

In addition, VPN Firewalls supports services that invoke complex protocol interactions,
multimedia applications (such as RealAudio®), and H.323-based applications (such as
NetMeeting®).

Firewall

Dynamic stateful packet filter with content security proxies for:command blocking URL
blocking - with Log-On Data Corporation's X-Stop™ Xserver, virus scanning - with
Trend Micro's InterScan™ VirusWall Anti-Virus Security Suite

IPSec Encryption/Authentication



IPSec ESP with DES, Triple-DES and RC4 encryption, MD5 and SHA1 authentication

Key Management

IKE, PKI CA Support of Entrust and VeriSign, X.509 digital certificates

User Authentication

Radius, SecurID®, X.509 digital certificates, local passwords

LDAP

Interoperates with LDAP directories to store X.509 digital certificates and certificate
revocation lists

NAT

Source, Destination and Port Mapping with direct or pooled translation

High Availability/Load Balancing

Brick high availability and load balancing may be configured using RadWare FireProof
or Alteon WebSystems ACEDirector products.

Management

SSL, Java based interface and DES encrypted session to Lucent Security Management
Server (LSMS). DES encrypted and digital certificate authenticated session between
LSMS and Bricks. Out-of-band debugging and analysis tool via PSTN.

LAN Interface

Ethernet: (4) 10/100 Base-TX Ethernet (RJ-45)

Hardware Assisted Encryption

N/A

Other Ports

SVGA video, DB9 serial, external floppy, PS/2 keyboard

Performance

Maximum number of IPSec remote access tunnels: 400
Max throughput: 10 Mbps @ 3DES/MD5
Max clear text throughput: 90 Mbps, 50,000 active sessions, 31,000 PPS

16.3 Lucent Security Management Server



The Lucent Security Management Server (LSMS) is a fully integrated security and VPN
management system that centralizes and simplifies the provisioning, reporting, logging
and monitoring capabilities required to build large-scale, multi-customer networks.
Service providers or their enterprise subscribers can deploy Lucent's Secure VPN
products as either customer-located or customer premises equipment (CLE or CPE) in a
variety of configurations-all of which are managed completely by the LSMS. This
tightly synchronized control of multiple systems, security policies, VPN tunnels and
remote clients, dramatically simplifies VPN management-lowering the total cost of
ownership and reducing the margin for error that creates potential "holes" in security.

The LSMS offers the policy-based simplicity, flexibility, and scalability required to
handle the diverse and ever-changing needs of managed security offerings for Internet,
intranet, extranet, and eCommerce applications. A single server can handle up to 1,000
VPN Firewalls, Pipelines and SuperPipe routers, and more than 20,000 IPSec Clients
simultaneously. The LSMS also integrates alarm management for hundreds of
RealSecure intrusion detection engines. And with all its power and room to grow, the
LSMS can still be centralized in one location or distributed to multiple group
administrators, each with varying degrees of management privileges

Software Requirements

Intel® -based workstation running WindowsNT® 4.0 (with Service Pack 3 or higher),
or Sun workstation running Solaris 2.6 or 7 and appropriate patches Explorer 5.0
(included for NT) Netscape Communicator 4.5 (included for Solaris) Adobe Acrobat
Reader 3.01 (included)

Services Supported

bootp adns eigrp exec ftp gopher
http https ident igmp imap ipsec
irc kerberos ldap login mbone netbios

netstat nntp ntp ospf ping pointcast
pop3 rip rip2 rlogin rsh smtp
snmp ssh syslog telnet traceroute sql*net
tftp who shell talk lotus notes ica
pptp RADIUS X11

Supports services that invoke complex protocol interactions, multimedia applications,
such as RealAudio as well as H.323-based applications, such as NetMeeting.

IPSec Encryption/Authentication

IPSec ESP with DES, Triple-DES, and RC4 encryption, MD5 and SHA1 authentication

Key Management

IKE, PKI CA Support of Entrust and VeriSign, X.509 digital certificates

User Authentication

Radius, SecurID, X.509 digital certificates, local passwords

LDAP



Interoperates with LDAP directories to store X.509 digital certificates and certificate
revocation lists

NAT

Source, destination, and port mapping with direct or pooled translation

High Availability

High availability may be configured using VERITAS FirstWatch



17 NIST Cerberus

The NIST Cerberus IPsec Reference Implementation for Linux was developed based on
the current ESP and AH specifications and several of the current algorithm drafts
including the AES draft. A list of the RFCs and Internet Drafts for which this
implementation is based are included below.

For the most part, this is a fully operational IPsec implementation that provides, host-to-
host, host-to-router, and router-to-router IPsec services. The remainder of this document
briefly describes the implementation architecture, some comments on changes made to
IPv4, and a list of what is included with this implementation. How to install the
implementation can be found in the INSTALL document that comes with the
distribution. How to setup associations and use this implementation can be found in
README.sadb, the sadb.n man page, and the xsadb.html page.

Architecturally the code is made up of four components, the Security Association
database (SADB) management routines, the IPsec protocol engine, the cryptographic
transforms and algorithms, and the interface to IP.

The SADB management routines process database requests (add, delete, get) from user
space via a Linux netlink socket. The file /dev/ipsec which is associated with a netlink
socket (defined in /usr/src/linux/include/net/netlink.h) is used for this purpose.
The IPsec protocol engine is made up of a set of functions that process in-bound and
out-bound ESP and AH requests as well as perform some simple policy checks.



The transforms (now known as algorithms in the current IPsec documentation) are
defined internally as an object with four functions. An in-bound processing function, an
out-bound processing function, a SADB add function and a SADB undelete function.

The cryptographic algorithms (e.g. DES-CBC, Blowfish-CBC, HMAC-MD5, etc.) are
the set of functions that the transforms use to encrypt and decrypt data, as well as
generate and verify authentication data.

The interface to IP required rewriting part of the IP output code and modifying the TCP
routines that use the IP header size in its MSS and PMTU calculations.

18 Nokia

Nokia VPN solutions combine best-in-class firewall capabilities with highly secure
encryption and authentication features, integrating the proven Nokia networking
platform with market-leading CheckPoint firewall and encryption modules. Nokia also
offers special enhancements to standard VPN technology through VPN acceleration and
High-Availability VPN solutions.

The Nokia VPN solution consists of three product families:
 the Nokia IP330 provides a cost-effective choice in situations where interface and

performance needs are well known;
 the IP440 is a versatile, high-capacity alternative for environments with greater

flexibility and performance requirements
 the IP650 is a carrier-class solution for large enterprise networks that depend on

high performance and network availability

18.1 Nokia IP330

The Nokia IP330 is ideal for small organizations that rely on Internet access and a
secure network to do business. Leveraging the performance and flexibility of Nokia IP
Network Application Platforms, the IP330 is a low-cost, simple-to-deploy security
appliance. Its small size - just one rack unit - makes it ideal for installations that require
conserved space in the equipment room.

As a network device, the Nokia IP330 supports a comprehensive suite of IP-routing
functions and protocols, including RIPv1/RIPv2, IGRP, OSPF and BGP4 for unicast
traffic, and DVMRP for multicast traffic. The integrated router functionality eliminates
the need for separate intranet and access routers in security applications.

The IP330 includes the remote-management features of Nokia Voyager, making it
highly effective for small branch office installations. Remote sites no longer require
network management personnel to be on site for appliance installation and
configuration.

What previously required a costly set of stand-alone devices from multiple vendors can
now be achieved through a single, reliable, low-cost device. Everything required to



access the Internet and protect your private network is pre-installed and tested at the
factory. Deployment is as easy as plug and play.

18.2 IP650 IP440 IP330 Features

SERIAL LINE PROTOCOLS

PPP RFC1661, RFC1662
Frame Relay FRF.1, RFC1490
HDLC Cisco

IP ROUTER FUNCTIONALITY

IP RFC791
ICMP RFC792
ARP RFC826
Router discovery (Server portion) RFC1256
CIDR RFC1519

BOOTP/DHCP Relay Agent

Route Aggregation
Route Redistribution
Requirements for IPV4 Routers RFC1812

IP MULTICAST

DVMRP RFC1075
IGMPv2 RFC2236
Multicast Tunnels

ROUTING PROTOCOLS

RIPv1 RFC1058
RIPv2 (with authentication) RFC1723
OSPFv2 RFC2328
VRRP RFC2338
IGRP (optional) Cisco
BGP4 (optional) RFC1771
Static Routing

HIGH AVAILABILITY/RELIABILITY

Virtual Router
Redundancy Protocol RFC2338
FireWall-1 Synchronization
Traffic Management
Access Control Lists

NETWORK MANAGEMENT

Secure Administrative Access



F-Secure SSH (SecureShell)
S/Key—one-time password RFC1760
Voyager Web via HTTP RFC1945
CLI via Telnet RFC854
SNMP & SNMP MIB II

5 Hot-swap CPCI Interface Slots

Interfaces:
 Quad-port 10/100 Ethernet
 T1 with CSU/DSU
 Single- and dual-port serial V.35/X.21
 HSSI
 ATM Multi-Mode Fiber
 Token Ring
 External Modem

Height 3.5in/9cm (2RU)
Depth 18in/46cm
Width 17in/43cm
Weight 35lbs/16kg
Standard 19-inch rack mountable

4 PCI Interface Slots

Interfaces:
 Quad-port 10/100 Ethernet
 Single-port 10/100 Ethernet
 T1 with CSU/DSU
 Single and dual-port serial V.35/X.21
 HSSI
 FDDI
 ATM Multi-Mode Fiber

One CPCI Interface Slot
Interfaces:

 3 Integrated 10/100 Ethernet ports
 Dual-port 10/100 Ethernet
 T1 with CSU/DSU
 Single-port serial V.35/X.21
 Analog Modem (optional)

18.3 Nokia VPN Gateway

The Nokia VPN Gateway family of products is available in three models: The Nokia
CC 5010, the Nokia CC 2500, and the Nokia CC 500 gateway. These models differ in
capacity but all share the same CryptoCluster™ architecture and all can interoperate
with each other.



The Nokia CC 5010 VPN gateway is a robust enterprise-class server designed to handle
triple-DES encryption at 130Mbps, and capable of processing up to 20,000
simultaneous concurrent sessions. The secure 19 inch rackmount unit contains dual
600Mhz Intel Pentium III processors, dual hi/fn 7751 Cryptographic Processors, a 100
Mhz hi/fn 6500 (public-key accelerator), 8MB PCMCIA flash storage card, 128MB of
RAM, and dual 10/100 Ethernet interfaces.

The Nokia CC 2500 VPN gateway is a branch-office server designed to handle triple-
DES encryption at 45Mbps, and capable of processing up to 2,500 simultaneous
concurrent sessions. The secure slim-line rackmount unit contains a single Intel
StrongARM 233Mhz processor, 8MB PCMCIA flash storage card, hi/fn 7751
Cryptographic Processor, a 100 Mhz hi/fn 6500 (public-key accelerator), 64Mb of
RAM, and dual 10/100 Ethernet interfaces.

The Nokia CC 500 VPN gateway is designed to handle triple-DES encryption at
4.5Mbps and is ideally suited for small-office use. The secure slim-line rackmount unit
contains a single Intel StrongARM 233Mhz processor, 8MB non-removable flash
storage, 16Mb of RAM, and dual 10/100 Ethernet interfaces.

Reliability

Clustered IP architecture supports both active session failover™ and dynamic load
balancing, effectively eliminating any single point of failure. This means that if any
member of a cluster becomes unavailable for any reason, the remaining members
assume the work load instantly, with no interruption to current users.

Scalability

From 10Mbps to 300Mbps and Beyond…
The Nokia Clustered IP architecture is designed to scale from a single server to many
servers — all seamlessly functioning as one unit. To get more capacity, simply add
another server to the cluster as needed. You can even add incremental units to the
cluster with no noticeable impact on operations.

Pay As You Grow…

Our inherently modular design allows you to grow your VPN deployment according to
your needs without any "forklift" upgrades. And because the architecture seamlessly
supports different generations and models of Nokia VPN Gateways, the life of your
investment is greatly extended.

Performance

Most VPN solutions simply aren’t capable of supporting the data rates needed to keep
pace with the high-speed connections at corporate hubs. A single Nokia VPN Gateway
can deliver 130Mbps of triple-DES encrypted throughput and up to 20,000 concurrent
sessions. A cluster with as few as four servers can scale this performance up to OC-3
speeds (full-duplex 155Mbps) and 50,000 concurrent sessions.

Comparing Apples and Oranges



All Nokia performance specifications are rated using Triple DES and SHA-1, the
strongest level of encryption and integrity currently available. Many may claim
comparable performance, but when you examine VPN solutions, ask for the facts and be
sure you know which security standard is used.

Manageability

A new technology shouldn’t have to come with a new set of headaches. Our Java-based
management software allows you to quickly and easily configure a wide variety of
security parameters for a single server, an entire cluster, or a group of clusters.

Zero Downtime Maintenance…

Our Clustered IP architecture means individual servers can be taken off-line for
diagnostics, maintenance and upgrades without any disruption of service.

Interoperability

Based on the IPSec protocol as defined by the IETF and supporting all the latest
networking standards, Nokia Clustered IP solutions integrate seamlessly into existing
network infrastructures and will interoperate will all major brands of IPSec compliant
products.

Versatility…

Because our VPN gateways incorporate a wide variety of security protocols, they can fit
into many different types of VPN deployments. Whether a simple site-to-site
implementation or a carrier backbone, a Nokia CryptoCluster VPN gateway can do it
all.

18.4 CryptoCluster™ VPN Gateways

Introducing Active Session Failover™ Network Complexity Compromises
Redundancy

There is a critical need in today's business environment for networking devices to
maintain constant up-time. Corporations depend on the constant availability of network
services; minutes of downtime can cost millions of lost dollars. No room exists for
hardware failure, even for a planned upgrade or move. Since no single electronic
component can be guaranteed absolutely faultless, reliability needs to be assured
through the deployment of redundant devices. Yet, as networking devices are tasked
with increasingly more stateful operations, transparent distribution of load between
redundant devices becomes problematic. Load distribution can readily be achieved for
classic packet forwarding or routing. But when stateful operations are performed in
network devices, like tunneling, encryption, certain types of packet filtering,
compression or authentication, this degree of transparent redundancy becomes virtually
impossible. This new class of stateful network functionality, necessary for performing
certain operations has, until now, lacked effective redundancy.

The CryptoCluster™Solution



Nokia has developed a patented, unique and revolutionary technology that optimizes the
handling of network traffic such that multiple devices can process packets in unison.
This technology, called "IP Clustering", allows several devices to act as a single
network entity, sharing IP addresses and identity. These devices, or nodes, can
distribute IP packet processing equally among all of the nodes in the cluster. Using this
technology, several nodes can be clustered together to create a distributed and fully
redundant architecture for supporting networking functions. Each of these nodes
continually maintains state for all of the activities occurring on each of the other nodes
in the cluster, so that failure of any one device has no perceived effect on network
functionality. The ability of CryptoCluster VPN gateways to load share processing of
traffic and maintain transparent fault tolerance is unprecedented. And the processing
power of this networking solution can be scaled dramatically as requirements grow
through simply booting more nodes into the cluster.

Active Session Failover

The Nokia CryptoCluster architecture makes Active Session Failover possible. This
unique feature provides for flow work load to be instantaneously assumed by other
nodes within the cluster, should any node become unavailable for any reason. Within a
cluster, work is assigned via a unique allocation mechanism. An elected "master"
constantly keeps track of the state of all the nodes in the cluster and is able to allocate
and reallocate workloads such that the load at any one time is as evenly distributed as
possible, even factoring in the differing CPU power of each device. If a node should
become unavailable for any reason, planned or unplanned, or if the workload needs to
be re-balanced throughout the cluster, the work assignments are reallocated to other
nodes. All session state is maintained and flow processing is seamlessly migrated to
other nodes. Thus, TCP sessions and IPSec security associations can actually move
from one node to another in a manner completely transparent to the other endpoint of
the session. Never before has any networking product offered the kind of transparent
fault tolerance and scalability required for mission critical corporate connectivity.

VPN Solution

The concept of distributing IP packet processing among devices is so logical that some
may wonder why it hasn't been implemented until now. In fact, the development of this
technology required an extensive, highly focused effort. In the early stages of
development, the obvious question arose, "What is the best application for this
innovative IP technology?" The answer came by asking another question, "What is the
greatest challenge facing network environments today?"

The three-part answer:

Providing adequately scaleable security services for traffic within a network,
Scaling to a very large number of tunnel terminations, and Providing the
preceding two with business-quality reliability. Together, these elements define
the key shortcomings in other currently available VPN products.

Thus, the first application to which Nokia has applied this IP clustering technology is
the VPN. Until now, the tunneling technologies used in VPNs have not been reliable or



scalable enough for enterprise customers to deploy them for production applications.
Nokia offers an integrated line of gateways optimized to scale tunneling technologies,
thereby aiding network administrators in building truly reliable, fault-tolerant, scaleable
VPN solutions. Nokia also provides, free of charge, an IPSec client that allows remote
users the ability to communicate securely with the CryptoCluster gateways. Finally, the
management of these systems is achieved through the use of the CryptoConsole™
management software, a Java application, which makes administration and monitoring
of the products exceedingly simple.

The AlchemyOS™ Operating System

All the elements in the product line take advantage of a customized kernel and operating
system, which have been specifically designed to utilize the unique and proprietary
clustering technology and to serve the needs of the tunneling protocols incorporated into
Nokia products. Currently supported tunneling technologies include L2TP, PPTP and
IPSec. The AlchemyOS is completely dedicated to cluster activities. The most apparent
benefit of this system design is that the operating system only spends time doing those
activities needed to keep the intra-VPN communications secure, reliable and as rapid as
possible. Each of the processes that the operating system runs have been optimized so
that the utmost performance is achieved for all networking and cluster activity.
AlchemyOS has APIs to allow the various functions supported by the CryptoCluster
VPN gateway to communicate state transition across the entire cluster. It was built from
the ground up by a group of experienced internetworking engineers, dedicated to
providing the highest possible quality. For example, as an added measure of security,
each AlchemyOS kernel is cryptographically signed to ensure that it came from Nokia
and that no tampering has occurred.

Cluster Details

IP clusters can be configured to work in one of three modes: unicast, multicast and
forwarding. Each mode has certain advantages and is best used in particular situations.
For instance, limitations introduced by certain Ethernet switches might require that a
certain mode be employed.

Of these three modes, there are two that allow all cluster nodes to receive all traffic
addressed to the cluster-shared IP address. Unicast allows for a unicast Ethernet MAC
address to be shared by all cluster members. Multicast is often used if the Ethernet
switch prefers not to see the same MAC address on multiple ports. In this mode, a
multicast Ethernet MAC address is mapped to the unicast cluster IP address.
Alternately, a forwarding mode can be utilized, in which the cluster master receives the
packets at its own MAC address and then forwards allocated traffic to the other nodes
via their individual node unicast addresses. Since clustering is performed at the IP layer,
the unlikely loss of a single packet would not be a problem.

Balancing Workload

IP clustering is achieved through the master assigning workloads to each cluster
member. An evaluation function is performed on various parts of an IP packet,
depending on the protocol being processed. Each member node listens for its current
workload assignment from the master and handles the packets that have been assigned



to it. The master also listens to keepalives from each cluster node in order to ensure all
traffic is being processed. Cluster nodes each send updated state information relevant to
their assigned flows to all other members to ensure transparent migration of IP
processing, TCP sessions and IPSec security associations. Thus the loss of the master or
any node is transparent to flows being processed. If a node is lost, failover to a new
node occurs within 250 to 500 milliseconds.

Now, with this tremendous leap in technology, it is no longer necessary to depend on
stand-by devices or redundant paths to distribute traffic processing. The Nokia IP
clustering technology sets a new standard of performance among devices designed to
serve the networking requirements of the enterprise. "Fork-lift" upgrades with their
necessitated outage windows are a thing of the past. Now totally transparent migration
is available (from one box to two, to three, and back to one, etc.). Unheard of in the
industry until now, this clustering revolution, available only from Nokia, finally gives
birth to network infrastructures that can scale up to handle the emerging, ever more
CPU-intensive and stateful needs of the networking industry.

Features Supported in the AlchemyOS Today:

Cluster capabilities: IP flow based work assignments, including: IPSec Security
Association (SA) failover, PPTP TCP session and user session failover, and L2TP
session failover.

Protocols:

IPSec: RFCs 2401-2410. Tunnel and transport AH & ESP, IKE, pre-shared keys &
X.509v3 certs., DES, 3DES, Blowfish, RC5, CAST-128, HMAC SHA-1, HMAC-MD5,
RIPEMD-160, IKE public key authentication, IKE public key encryption with
certificates.

PPTP: MPPC, MPPE, PAP, CHAP, MS-CHAP, RADIUS.
L2TP: current draft compliance, PAP, CHAP, MS-CHAP, RADIUS.
SNMPv1 MIB and SNMPv2C.

18.4.1 The CryptoCluster™ 500 VPN Gateway

Management features
 SNMPv1 MIB II and SNMPv2C
 Policy Based Management
 Security policy managed on a per VPN or per client basis
 Security level setting (e.g., encryption modes, key lifetimes)
 Connectivity Management
 Device configuration
 VPN peering information
 Security policy creation

Secure Code Update & Cluster communication



AlchemyOS™ kernels are cryptographically signed at the factory to ensure their
authenticity. The CryptoCluster 500 VPN gateway verifies the signature and hash
before booting the image.

A hardware PIN is used to secure private-key store and to derive cluster session keys
used to encrypt and authenticate intra-cluster communication.

Performance Statistics & Operational Statistics

Typical secured packet latency: 1.5 milliseconds with IPSec ESP using 3DES and SHA-
1

Typical failover statistics: 250-500 millisecond recovery from the loss of any member
of the cluster.

Protocol state shared (clustered): IPSec security associations (SAs), L2TP and PPTP
tunnels

Cryptographic Standards

Data Encryption Standard (DES)
Triple DES (3DES
Blowfish
CAST-128
RC5
ISO X.509v3 certificates
Internet Key Exchange (IKE), including Oakley groups (1) modp-768, (2) modp-1024,
and (5) modp-1536
Private/public key authentication and encryption
HMAC Secure Hash Algorithm (SHA-1)
HMAC Message Digest version 5 (MD5)
HMAC RIPEMD-160

IETF standards, drafts and RFCs supported

RFC 1305 Network Time Protocol (version 3)
RFC 1661 The point to Point Protocol (PPP)
RFC 1994 PPP Challenge Handshake Authentication Protocol (CHAP)
RFC 2401 Security Architecture for the Internet Protocol
RFC 2402 IP Authentication Header
RFC 2403 The Use of HMAC-MD5-96 within ESP and AH
RFC 2404 The Use of HMAC-SHA-1-96 within ESP and AH
RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit IV
RFC 2406 IP Encapsulating Security Payload (ESP)
RFC 2407 The Internet IP Security Domain of Interpretation for ISAKMP
RFC 2408 Internet Security Association and Key Management Protocol (ISAKMP)
RFC 2409 The Internet Key Exchange (IKE)
RFC 2410 The NULL Encryption Algorithm and Its Use With IPSec
Layer 2 Tunneling Protocol
The Point-to-Point Tunneling Protocol



IP services

Supports DHCP/BootP relay agent, NTP, Syslog, DNS resolver (w/cache)

Physical Specifications
CPU - Intel StrongARM 233Mhz processor
Flash memory - 8MB PCMCIA card
RAM - 16 MB
Interfaces - Two 10/100 auto-sensing Ethernet interfaces
Dimensions and Weight
Height - 2.06 in
Width - 10.83 in
Depth - 6.7 in.
Weight - 2.5 lbs.
Power Requirements
DC Input Voltage - 10 - 14 V DC
DC Input Current - 0.800 A

18.4.2 CryptoCluster™ 2500 VPN Gateway

Management features

 SNMPv1 MIB II and SNMPv2C
 Policy Based Management
 Security policy managed on a per VPN or per client basis
 Security level setting (e.g., encryption modes, key lifetimes)
 Connectivity Management
 Device configuration
 VPN peering information
 Security policy creation
 Secure Code Update & Cluster communication
 AlchemyOS™ kernels are cryptographically signed at the factory to ensure their

authenticity. The CryptoCluster 2500 VPN gateway verifies the signature before
booting the image.

 System flash memory card enables fast, reliable software replacement. The
entire configuration, as well as the system software for the cluster node, is stored
on a removable flash card. Should the box ever experience a component failure,
this configuration can be easily transferred to another node and it will
immediately assume the identity of the failed box.

 A hardware PIN is used to secure private-key store and to derive cluster session
keys used to encrypt and authenticate intra-cluster communication.

 LCD provides at-a-glance determination of status, enabling viewing of
operational status.

Performance Statistics & Operational Statistics

Typical secured packet latency: 500 microseconds with IPSec ESP using 3DES and
SHA-1



Typical failover statistics: 250-500 millisecond recovery from the loss of any member
of the cluster.

Protocol state shared (clustered): IPSec security associations (SAs), L2TP and PPTP
tunnels

Cryptographic Standards

 Data Encryption Standard (DES)
 Triple DES (3DES
 Blowfish
 CAST-128
 RC5
 ISO X.509v3 certificates
 Internet Key Exchange (IKE), including Oakley groups (1) modp-768, (2)

modp-1024, and (5) modp-1536
 Private/public key authentication and encryption
 HMAC Secure Hash Algorithm (SHA-1)
 HMAC Message Digest version 5 (MD5)
 HMAC RIPEMD-160

IETF standards, drafts and RFCs supported

 RFC 1305 Network Time Protocol (version 3)
 RFC 1661 The point to Point Protocol (PPP)
 RFC 1994 PPP Challenge Handshake Authentication Protocol (CHAP)
 RFC 2401 Security Architecture for the Internet Protocol
 RFC 2402 IP Authentication Header
 RFC 2403 The Use of HMAC-MD5-96 within ESP and AH
 RFC 2404 The Use of HMAC-SHA-1-96 within ESP and AH
 RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit IV
 RFC 2406 IP Encapsulating Security Payload (ESP)
 RFC 2407 The Internet IP Security Domain of Interpretation for ISAKMP
 RFC 2408 Internet Security Association and Key Management Protocol

(ISAKMP)
 RFC 2409 The Internet Key Exchange (IKE)
 RFC 2410 The NULL Encryption Algorithm and Its Use With IPSec
 Layer 2 Tunneling Protocol
 The Point-to-Point Tunneling Protocol
 IP services
 Supports DHCP/BootP relay agent, NTP, Syslog, DNS resolver (w/cache)

Physical Specifications

 CPU - Intel StrongARM 233Mhz processor
 Cryptographic Coprocessors - hi/fn 7751 - DES/3DES/SHA/MD5 accelerator

and 100 MHz hi/fn 6500 - Public-key accelerator
 Flash memory - removable 8 MB PCMCIA card
 RAM - 64 MB
 Interfaces - Two 10/100 auto-sensing Ethernet interfaces



18.4.3 CryptoCluster 5010 VPN  Gateway

Management features

 SNMPv1 MIB II and SNMPv2C
 Policy Based Management
 Security policy managed on a per VPN or per client basis
 Security level setting (e.g., encryption modes, key lifetimes)
 Connectivity Management
 Device configuration
 VPN peering information
 Security policy creation

Security policy creation Secure Code Update & Cluster communication

AlchemyOS™ kernels are cryptographically signed at the factory to ensure their
authenticity. The CryptoCluster 5010 VPN gateway verifies the signature before
booting the image.

System flash memory card enables fast, reliable software replacement. The entire
configuration, as well as the system software for the cluster node, is stored on a
removable flash card. Should the box ever experience a component failure, this
configuration can be easily transferred to another node and it will immediately assume
the identity of the failed box.

A hardware PIN is used to secure private-key store and to derive cluster session keys
used to encrypt and authenticate intra-cluster communication.

LCD provides at-a-glance determination of status, enabling viewing of operational
status.

Performance Statistics & Operational Statistics

Typical secured packet latency: 500 microseconds with IPSec ESP using 3DES and
SHA-1

Typical failover statistics: 250-500 millisecond recovery from the loss of any member
of the cluster.

Protocol state shared (clustered): IPSec security associations (SAs), L2TP and PPTP
tunnels

Cryptographic Standards

 Data Encryption Standard (DES)
 Triple DES (3DES)
 Blowfish
 CAST-128
 RC5
 ISO X.509v3 certificates



 Internet Key Exchange (IKE), including Oakley groups (1) modp-768, (2)
modp-1024, and (5) modp-1536

 Private/public key authentication and encryption
 HMAC Secure Hash Algorithm (SHA-1)
 HMAC Message Digest version 5 (MD5)
 HMAC RIPEMD-160

IETF standards, drafts and RFCs supported

 RFC 1305 Network Time Protocol (version 3)
 RFC 1661 The point to Point Protocol (PPP)
 RFC 1994 PPP Challenge Handshake Authentication Protocol (CHAP)
 RFC 2401 Security Architecture for the Internet Protocol
 RFC 2402 IP Authentication Header
 RFC 2403 The Use of HMAC-MD5-96 within ESP and AH
 RFC 2404 The Use of HMAC-SHA-1-96 within ESP and AH
 RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit IV
 RFC 2406 IP Encapsulating Security Payload (ESP)
 RFC 2407 The Internet IP Security Domain of Interpretation for ISAKMP
 RFC 2408 Internet Security Association and Key Management Protocol

(ISAKMP)
 RFC 2409 The Internet Key Exchange (IKE)
 RFC 2410 The NULL Encryption Algorithm and Its Use With IPSec
 Layer 2 Tunneling Protocol
 The Point-to-Point Tunneling Protocol

IP services

Supports DHCP/BootP relay agent, NTP, Syslog, DNS resolver (w/cache)

Physical Specifications

CPU - Dual 600Mhz Intel Pentium IIIs
Cryptographic Coprocessors - Dual hi/fn 7751s - DES/3DES/SHA/MD5 accelerator
and 100 MHz hi/fn 6500 - Public-key accelerator
Flash memory - removable 8 MB PCMCIA card
RAM - 128 MB
Interfaces - Two 10/100 auto-sensing Ethernet interfaces
Dimensions and Weight
Height - 3.50 in
Rack Mount Face Width - 19 in
Body Width - 17 in
Depth - 16.5 in.
Weight - 17 lbs.



19 Nortel Networks

Each Contivity Extranet Switch is a single hardware device which provides routing,
firewall, bandwidth management, encryption, authentication, and data integrity for
secure tunneling across managed IP networks and the Internet. With Contivity Extranet
Switches, you can connect remote users, branch offices, suppliers, and customers with
the cost and performance advantages of shared IP networks and the security and control
you would expect from private networks.

This integrated product family includes the Contivity 1510, 1520 and 1530 for up to 100
simultaneous users, Contivity 2600 for up to 1000 users, and Contivity 4500 for up to
5000 users.

19.1 Benefits

 For enterprises, the Contivity Extranet Switch taps the Internet to create a
powerful, low-cost Virtual Private Network solution to replace expensive,
dedicated wide area networks.

 For service providers, the Contivity Extranet Switch is the perfect answer to
capitalize on the growing market for managed IP VPNs -- intranets, extranets,
and remote access applications.

19.2 Features

Tunneling Protocols

 Point to point tunneling protocol (PPTP), including compression and encryption;
L2F, L2TP

 IPSec, including Authentication Header (AH), Encapsulating Security Protocol
(ESP), and Internet Key Exchange (IKE)

Routing Protocol

 RIP1, RIP2

Authentication Services

 Internal or external Lightweight Directory Access Protocol (LDAP)
 Remote Authentication Dial-In User Services (RADIUS)
 Token card integration: Security Dynamics and AXENT
 Digital certificate authentication with Entrust and VeriSign

Encryption

 Compliant with Federal Information Processing Standard 140 (FIPS 140)
 IPSec-certified by the International Computer Security Association



 Up to 192-bit key length Š three separate 64-bit keys
 Effective encryption strength of 112 bits
 DES, Triple-DES, and RC4

Filtering Criteria

 Individual user or group profile; source and destination IP address; port, service,
and protocol type; Synchronize Flag/Acknowledgement (SYN/ACK) bit

Bandwidth Management

Four internal priority levels using Random Early Detection (RED); four connection
priority levels; differentiated services; code point marking; external Quality of Service:
Resource Reservation Protocol (RSVP)

Accounting

 Internal and external RADIUS databases
 Event, system, security, and configuration accounting
 Automatic archiving by month to external system

Management

 Full HTML and Java configuration; SNMP alerts; bulk load configuration;
command fixes; four levels of administrator access; role-based management to
separate service provider and end-user management

 Optivity VPN Manager--batch configuration and management of multiple
Contivity Extranet Switches

 Optivity network management software

Reliability

 Powerful, market-leading Intel processor architecture
 Multi-level authentication servers
 Automatic backup of all system data
 Redundant components on Contivity Extranet Switch 4500

Security

FireWall-1 firewall, including stateful packet inspection, audit, Network Address
Translation (NAT)
International Computer Security Association (ICSA) IPSec certification, July 1999

Client Software

(Requires Windows™ 95, 98 or Windows NT™ 4.0 or later)

 IPSec, including AH, ESP, and IKE
 Auto-configuration with "one-click" connection
 Tested with Linux Free/Swan client
 iPass dial-up database with more than 3,000 locations (Service requires

customer subscription with iPass)



MSWindows 2000
Support for Windows 2000 embedded tunnel protocols; mix and match with existing
Nortel clients or other tunnel protocols such as PPTP and L2TP; support configurable to
offer end-user remote access applications with end user stations as well as a VPN
gateway to Windows 2000 servers

19.3 Contivity 1500 series (Up to 100 simultaneous
users/tunnels) Components

• 400 MHz Celeron processor
• 64 MB memory
• Floppy disk drive
• Interfaces:

o Contivity Extranet Switch 1510:Dual 10/100 Ethernet LAN ports
o Contivity Extranet Switch 1520:V.35 and 10/100 Ethernet
o Contivity Extranet Switch 1530:T1 with integrated CSU/DSU and

10/100 Ethernet
• Contivity 1500 series software
• Contivity Extranet Access IPSec
• Client software with unlimited distribution license
• CD and on-line HTML documentation

19.4 Contivity 2600 (Up to 1000 simultaneous
users/tunnels) Components

• 733 MHz Pentium II processor
• 128 MB memory
• Three PCI expansion slots
• Data communication grade 125 W power supply
• Optional Interfaces:

o 10/1000 Ethernet LAN card; T1 with integrated CSU/DSU
o Single - and dual-port V.35 WAN card
o High-speed serial interface (HSSI) card; encryption card

• Contivity 2600 software
• Contivity Extranet Access IPSec Client software with unlimited distribution

license
• CD and on-line HTML documentation

19.5 Contivity Extranet Switch 4500 (Up to 5000
simultaneous users/tunnels) Components

• Dual 450 MHz Intel Xeon processor
• 128 MB memory
• Five PCI expansion slots



• Dual 10/1000 Ethernet LAN ports
• Optional dual-port V.35 WAN card -- Supports speeds up to T1/E1 line rates

(1.544/2.048 Mbps); requires external CSU for T1/E1 services
• Optional single-port high-speed serial interface (HSSI) WAN card -- Supports

speeds up to T3/E3 line rates (45/34 Mbps); requires external CSU for T3/E3
services

• Dual, redundant, auto-switching power supply system with dual line cords
• Dual, redundant storage system
• Contivity Extranet Switch 4500 software
• Contivity Extranet Access IPSec Client software with unlimited distribution

license
• Printed and on-line HTML documentation

20 OneGate

20.1 OneGate 1000 Internet server appliance:

OneGate 1000 is an Internet server appliance combining, on a single industrial-strength,
fault-tolerant platform, all the hardware and software necessary to offer advanced data
services such as Internet access, e-mail, on-premises firewall security, branch-to-branch
VPN, remote access VPN, Web publishing and Web hosting services.



21 RADGUARD

21.1 ClPro Family

cIPro from RADGUARD represents the next generation of internetworking security
systems. For the first time, Virtual Private Network (VPN) communication and high-
performance data protection can be applied to existing multi-site networks without the
restrictions of traditional security applications.

cIPro employs hardware-based security gateways and lightning-fast communications
components, all in one centrally-managed device. It provides unmatched data protection
for all types of network infrastructure.

The fast pace of market change, the rapid expansion of the Internet and the distributed
nature of the modern workplace have introduced a new set of challenging security
demands. Today’s security solutions must be able to provide high-speed traffic flow,
top-notch encryption, access control and powerful management capabilities. In addition,
the installation and maintenance processes of security systems must be suitable for users
without advanced network security expertise.

Bringing secured traffic up to speed

With the cIPro, security is no longer the bottleneck in your data communications
network. Through the use of advanced hardware platforms, the cIPro provides secured
traffic flow at speeds as high as 100Mbps.

Strengthening data security

At the heart of cIPro is a revolutionary hardware platform and a unique secured
operating system. This powerful combination places the cIPro way ahead of other data
security solutions. It affords real random encryption keys and a secured operating
system which is immune to the security holes of the UNIX and NT platforms.

Security and simplicity go hand in hand

VPN networking is now easier than ever before. Forming a secured VPN with cIPro
eliminates the need for network reconfiguration or alteration. cIPro can secure private
networks regardless of the computing platforms or transmission infrastructure used.
And, it can be managed centrally or hierarchically.

Interoperability: the IPsec standard

cIPro is interoperable with all standard networking and security products. A pioneer in
its implementation of the IPSec standard, cIPro provides a secured internetworking
environment plus a viable path for integration with other vendors’ systems and
applications.



The cIPro family is flexible in design and operation. It can be configured in a number of
different ways to provide the most suitable security solution at the best price. System
administrators can now build a fully integrated security network, combining high-
performance network encryptors, firewalls, remote user encryption and authentication
systems and security auditing -- all interconnected into one comprehensive system.

The cIPro system is designed to provide maximum security for even the most
complicated data communications environments. It brings RADGUARD’s industry-
leading experience into all aspects of networking, contributing to more powerful VPN
capabilities and enhanced intra-corporate cooperation. The flexibility of the cIPro
enables a single solution for all enterprise internetworking security needs: safe Internet
connectivity and data transfer plus secured communication within LAN environments.
cIPro can be deployed for a number of security missions, including:

Secured private to public network communications

 Global Secured VPN Communications

cIPro provides secured transmission and strong access control (firewall) capabilities in
one high-powered hardware device, thus providing complete internetworking security.

 Multi-site Network Encryption

cIPro allows organizations to create cost effective VPNs over any communications
infrastructure. It affords the protection of existing high-performance links, such as
ISDN and leased lines.

 Worry Free Internet Connectivity

cIPro provides high-powered access control capabilities that are uniquely secured by a
hardware-based firewall platform.

 Secured Remote Authentication and Transmission

cIPro affords remote user authentication and encryption. It allows mobile users,
business partners and employees working from home to achieve secured access and
transmission to private networks from any type of personal computer.

Data protection within private networks



 Secured Private Network Interconnectivity

cIPro’s high-speed architecture enables secured connection between different private
networks, and it provides access control for defined areas within the networks.

 Intra-LAN Segmentation

cIPro’s high-performance design also makes it the perfect solution for LAN
segmentation. cIPro prevents unwanted access into communications segments within
LANs.

 Secured Intra-LAN Communication

cIPro allows secured communication between various departments within the same
LAN. It brings the security of VPN tunneling inside the LAN environment.

Features At A Glance
 Hardware encryption
 Real random key generation
 Tamper-proof architecture
 Secured platform
 Optional back-up unit
 Powerful certification authority
 Central as well as hierarchical management
 Real time alert of security events

21.2 ClPro 2000/3000

cIPro- 2000 and cIPro- 3000 are IPSec/ IKE gateways designed to meet the unique
needs of remote office and branch office (ROBO) connectivity. They provide security
features for secure VPNs of all sizes with plug- and- play functionality large-scale and
intuitive manageability. cIPro- 2000 and cIPro- 3000 offer multiple performance
options and varied levels of scalability in order to give the ROBO environment the
flexibility needed to quickly join enterprise- wide secure VPNs.

Highlights

 Stand- alone, unique hardware platform
 IPSec/ IKE interoperable
 Flexible management configurations
 Graphical user interface (GUI) management



 Fully integrated hardware- based firewall
 Secure remote access capabilities
 Seamless integration into cIPro- based VPN
 Automatic redundancy
 Policy- based functionality

Unique security features

 Strong cryptography (up to 168 bit Triple DES)
 Key generation based on a revolutionary, real random number generator
 Key exchange performed at any requested frequency, even in the middle of

communications sessions
 Tamper proof encasing of security sensitive components
 Enterprise and public Certificate Authority (CA) support

Maximum security for complete privacy

cIPro- 2000 and cIPro- 3000 offer state- of- the- art network security in a remote/
branch office- ready hardware device. Fully compatible with the IPSec/ IKE standard
and using the strongest security technologies available (up to 168 bit Triple- DES, 1024
bit RSA, SHA- 1 and MD5), cIPro- 2000 and cIPro- 3000 ensure the secure passage of
IP communications over any kind of public backbone. With fully incorporated
hardware- based firewall features, cIPro- 2000 and cIPro- 3000 are the ideal solutions
for Internet- based VPNs.

Enterprise-ready functionality

Integral components of the award winning cIPro- system product family, cIPro- 2000
and cIPro- 3000 enable the creation of secure VPNs throughout the enterprise. Fully
compatible with the cIPro- system's GUI management console (cIPro- MNG) and
enterprise certificate authority (cIPro- CA), cIPro- 2000 and cIPro- 3000 seamlessly
integrate into cIPro- based VPNs, without the slightest network alteration or
reconfiguration.

Secure remote access

cIPro- 2000 and cIPro- 3000 are fully compatible with cIPro- client and other IPSec
client encryption solutions. They allow companies to use the Internet, rather than
modem banks or traditional RAS implementations, for secure remote Intranet and
Extranet access. cost-effective,

Flexible manageability and simple operation

Designed for both large and small- scale environments, cIPro- 2000 and cIPro- 3000
come with user- friendly management systems that provide simple and secure pathways
(with IPSec encryption and integrated firewall support) for centralized network
management. cIPro- 2000 and cIPro- 3000 also support isolated regional management
configurations, allowing companies to divide their VPN management into regional
domains and to isolate their security policies from Extranet partners.

Features



cIPro-2000 cIPro-3000
Throughput: 128 Kbps (Suitable for ISDN

Basic Access)
Throughput: 6.1 Mbps (Suitable for E1/ T1 or

ADSL)
500 simultaneous IPSec/ IKE tunnels 2000 simultaneous IPSec/ IKE tunnels
Enterprise and third- party CA support Enterprise and third- party CA support

Logging to built- in flash memory Logging to built- in flash memory
Uniquely secured operating system Uniquely secured operating system

Support for database authentication (LDAP,
RADIUS, and others)

Support for database authentication (LDAP,
RADIUS, and others)

Extranet- ready secure Network Address
Translation

Extranet- ready secure

Network Address Translation

Specifications

Interfaces:

 Two auto sense 10/ 100 Base- T (full/ half duplex)
 Two serial ports

Human Interfaces:

 LEDs: power, CPU, 2 x LAN activity, alarm
 Audible Alarm
 LCD
 Keypad

Management System Platform Specifications:

 486 series IBM PC compatible computer or higher with minimum 32 MB RAM
 25 MB of free disk space
 Microsoft Windows 95/ 98/ NT
 Microsoft Windows compatible mouse

21.3 ClPro 5000 HQ

The enterprise certificate authority and VPN gateway

cIPro- 5000 HQ is a combined X. 509 enterprise certificate authority (CA) and IPSec/
IKE Virtual Private Network (VPN) gateway. It identifies, authenticates and certifies
cIPro devices in a network to guarantee that only authorized sites can participate in
VPN communications. cIPro- 5000 HQ also performs the complete array of IPSec/ IKE
protection functions, giving companies the ability to use public backbones to connect
their distant offices and traveling representatives into unified networking environments.

Highlights

 Stand- alone, unique hardware platform
 Compatible with X. 509 PKI CAs



 IPSec/ IKE interoperable
 Fully transparent operation
 Flexible management configurations
 Graphic user interface (GUI) management software
 Automatic, secure key exchange
 Support for database authentication
 Automated network topology learning and adaptation
 Network configuration and certification back- up

Unique security features

 Hardware tokens for secure, out-of-band network certification
 Strong cryptography (up to 168 bit Triple DES)
 Key generation based on a revolutionary, real random number generator
 Key exchange performed at any requested frequency, even in the middle of

communications sessions
 Tamper proof encasing of security sensitive components

Multiple security layers

cIPro- 5000 HQ introduces multiple security layers into Virtual Private Networking.
Acting as an enterprise X.509 certificate authority (CA) and IPSec/ IKE gateway, cIPro-
5000 HQ builds secure, authenticated tunnels with remote cIPro devices to create core
VPN zones for Intranet applications. Fully compatible with public CAs and other
IPSec/IKE gateways, HQ also links Intranets securely with external networks. It forms
cIPro-5000 periphery zones for Extranet communications without compromising the
security of sensitive corporate information

Complete security for sensitive information

Based on a hardened, real time operating system and tamper proof security components,
cIPro- 5000 HQ offers the highest levels of security available. Real random encryption
keys, strong cryptographic algorithms (up to 168 bit Triple DES), and hardware
certification tokens provide a rock- solid tunnel through which sensitive information can
flow securely and privately over public networks.

Secure remote access



cIPro- 5000 HQ is fully compatible with cIPro- client and other IPSec client encryption
solutions. It allows companies to use the Internet, rather than modem banks or
traditional RAS implementations, for cost- effective, secure remote Intranet access.

Flexible manageability and simple operation

Designed for both large and small- scale environments, cIPro- 5000 HQ comes with a
user- friendly management system that provides simple and secure pathways (with
IPSec encryption and dedicated firewall support) for centralized network management.
cIPro- 5000 HQ also supports isolated regional management configurations, allowing
companies linked to multi-party Extranets to maintain full control over their networked
resources.

No single point of failure

cIPro- 5000 HQ includes fault tolerance and restoration features to maintain continuous
network traffic for mission critical applications. It supports automated redundant
topologies directly to the IPSec gateway and comprehensive back- up features for
certification, network topology and security policy information.

Features

 IPSec, IKE, X. 509 compliant (ICSA certified)
 Dedicated hardware components for encryption and key management
 Token- based, out- of- band certification
 Rapid key generation rate
 Logging to built- in flash memory
 Real random key generation
 Black Box design, inherently secure
 Uniquely secured operating system
 Large- scale network support

Specifications

Interfaces:
 Four autosense 10/ 100 Base- T (full/ half duplex)
 Two serial ports
 Two output alarm ports

Management System Platform Specifications:

 486 series IBM PC compatible computer or higher with minimum 32 MB RAM
 25 MB of free disk space
 Microsoft; Windows 95/ NT



22 SecureComputing

22.1 SideWinder 5

SidewinderTM 5 is a network access control and virtual private network (VPN)
gateway solution for the enterprise. Enabling the implementation of safe, secure
extranets, Sidewinder 5 delivers unmatched security with unprecedented performance.

Extending security beyond the gateway, Virtual Private Networks (VPNs) provide
secure communication over untrusted networks and allow organizations to realize
significant cost savings by using the Internet to connect LANs and remote users,
including business partners and customers. The VPN feature available with Sidewinder
5 is based on the IPSec and Internet Key Exchange (IKE) public key management
standards and supports the use of X.509 digital certificates, LDAP user information, and
popular Certificate Authorities (CA) for maximum interoperability, scalability, and ease
of management. For more, please see our white paper: Sidewinder and VPNs.

23 SHIVA (by Intel)

23.1 LanRover ™ VPN Suite

Overview

The LanRover VPN Gateway and LanRover VPN Express connect employees,
customers, business partners and corporate systems in a complete, end-to-end virtual
private networking (VPN) solution. Businesses can take advantage of the LanRover
VPN Suite to achieve a unique combination of powerful, inexpensive Internet-based
business access and data privacy. A compliment to local direct-dial and leased-line
connections, including Intel's full line of LanRover business access products, the
LanRover VPN Gateway and LanRover VPN Express deliver unparalleled cost savings,
data encryption and performance.

LanRover VPN Suite Key Features

 Enhanced ease of use and deployment via preconfigured options
 Universal network adaptability via multiple configuration options
 Remote access and LAN-to-LAN connectivity via public internet Protocal

networks

24 SSH IPSec Express

Key Features
 Flexible, extendable policy management.
 Extensive protection against Denial of Service Attacks.
 Supports both VPN and host mode operation.



 Platform independent modules make it easy to support different platforms
 Full IPsec implementation supporting strong cryptography.
 State-of-the-art technology supporting all the latest standards and draft standards

and also including compatibility options for older drafts.
 Integrated IKE key management
 Delivered as source code to allow easy integration and modification as well as

extensive security inspection.

Benefits

 Easiest way to add IPsec functionality in customers products.
 Shortens significantly time-to-market
 Thoroughly tested for interoperability with all other major IPsec vendors.
 Low risk, low cost access to IPsec technology
 Start-up training to enable fast integration process
 Extensive customer support

The SSH IPSEC Express toolkit consists of the following components:
 SSH IPSEC Packet Interceptor
 SSH IPSEC Engine
 SSH IPSEC Policy Manager
 SSH IKE
 SSH X.509 Certificate Manager
 SSH Cryptographic Library
 SSH Arithmetic Library
 SSH LDAP Library
 SSH HTTP Library
 SSH Utility Library

SSH IPSEC Packet Interceptor works as the interface between the TCP/IP stack and
the SSH IPSEC Engine. Designed to be simple and efficient, the interceptor enables
easy integration into existing TCP/IP stacks. All IP packets going from the TCP/IP
stack to the network adapter, or vice versa, will go through this module.

SSH IPSEC Engine is a streamlined module that performs security transformations to
IP packets, authenticating and encrypting them. It implements the standards-compliant
AH (Authentication Header) and ESP (Encapsulating Security Payload) protocols.
SSH IPSEC Policy Manager maintains the security policy. The Policy Manager
handles IKE negotiations, manual keying and the Security Policy Database (SPD). The
IPsec, IKE, and certificate policy as well as the algorithms can be flexibly configured,
and a configuration API can be used to integrate the Policy Manager with a
management application.

SSH IKE implements the complete standards-compliant Internet Key Exchange
protocol (formerly known as ISAKMP/Oakley). SSH IKE is used to negotiate the
keying material and authenticate the communicating parties before the actual secure
data transmission can begin.
SSH X.509 Certificate Manager is used for the integration of an IPsec implementation
into an X.509v3 Public Key Infrastructure. The Certificate Manager provides full



compliance with third party CA vendors, LDAP directories etc., not binding the
customer to a specific vendor.
SSH Cryptographic Library implements all the cryptography needed by the toolkit,
including highly efficient public key cryptography, symmetric encryption, key
exchange, hashes, etc.
SSH Arithmetic Library implements a set of performance-critical multiple precision
integer arithmetic functions needed by the cryptographic libraries.
SSH LDAP Library contains functionality to implement a Lightweight Directory
Access Protocol client to request certificates and CRLs from a LDAP server. The library
has built-in SOCKS firewall support.
SSH HTTP Library implements a HTTP client and server for fetching and distributing
CRLs and implementing management applications. The library has built-in SOCKS
firewall support.
SSH Utility Library contains utility functions that provide the run-time environment
for the SSH Toolkit.
24.1.1.1 Source Code

SSH IPSEC Express is delivered in ANSI C compliant source code format. This allows easy
integration and verification of the quality of code. It gives the customer full control over the
software, providing a level of flexibility unmatched by any other similar products.

24.1.1.2 Documentation
SSH IPSEC Express includes extensive technical documentation. This allows the
customer to tailor the software to fulfill the exact requirements of the particular
application. The documentation includes a thorough description of the features and
functionality of the code, step-by-step integration instructions, descriptions of all APIs,
etc.
24.1.1.3 Maintenance and Support



SSH is committed to provide its customers all the latest features, and to keeping the
implementation always up-to-date and consistent with the IETF standards and drafts.
We value our customers' opinions very high and develop the IPsec standards and
implementation towards our customers' needs.

24.2 Supported Features

 ESP encryption algorithms 3DES (168 bit), DES (56 bit), Blowfish (40-446 bit),
CAST128 (>80 bit), and the null algorithm. Transform templates make adding
new and custom algorithms very easy.

 AH/ESP authentication algorithms HMAC-MD5 and HMAC-SHA1.
 Both tunnel mode and transport mode.
 Hardware accelerator support.
 Dial-up and DHCP.
 IP-in-IP for tunnel mode operation of AH and ESP.
 Chained transforms (e.g. ESP inside AH).
 IP packet fragmentation and reassembly.
 Address resolution protocol support for Ethernet.
 Access control for IPSEC traffic based on the identity used on IKE Phase-1

authentication.
 IP-addresses, Fully Qualified Domain Names (FQDNs) and email addresses in

certificates.
 Supports all transforms, including the newest combined transforms and old

legacy transforms.
 Replay prevention with replay window size negotiation.
 Checking the self-describing padding.
 Packet filtering with logarithmic time processing of security rules.
 Minimized amount of data copying in packet processing.
 Selectors based on IP address, subnet address, address range, protocol, and port.
 Caches packet during IKE negotiations.
 TTL exceed and ICMP processing.
 Integrated VPN support.
 Complete IKE support.
 Complete X.509 Certificate support.
 Includes Crypto Library.

24.2.1.1 Optional Features
 AH/ESP authentication algorithms HMAC-RIPEMD and HMAC-TIGER.
 ESP encryption algorithms IDEA, safersk128, RC5, RC6, Mars, Twofish

(customer must obtain required patent licenses, some algorithms may use vendor
specific ID).

 IP Payload Compression Protocol (IPPCP or IPCOMP) with deflate and LZS
algorithms (customer must obtain required patent licenses).

Supported Platforms

 Windows NT4, Windows 95, Windows 98
 NetBSD Unix
 FreeBSD Unix



 Linux
 Sun Solaris.

All code is also very easily portable to new platforms and therefore we have as our
customers a lot of router vendors with embedded or proprietary operating systems.

IPsec Transform Speeds

Kbyte/s Mbit/s
without IPsec 11459 92

esp-tr-none-md5 8779 70
esp-tr-none-sha1-96 6064 48
esp-tr-des-md5-96 4644 37
esp-tr-3des-md5-96 2783 22

esp-tr-blowfish-md5-96 5048 40
esp-tr-cast128-md5-96 4064 32

esp-tr-idea-md5-96 2769 22
esp-tr-twofish-md5-96 5669 45
esp-tr-rc5-16-md5-96 4137 33
esp-tr-mars-md5-96 2939 24

All tests were conducted with 600MHz PIII and 100 Mbit/s Ethernet

Authentication Speeds

Speed
RSA 1024 bit keygen 0.35 seconds/key

RSA 1024 bit encryption 1786 times/second
RSA 1024 bit decryption 75 times/second

RSA 1024 bit signing 74 times/second
RSA 1024 bit verification 1991 times/second

RSA 2048 bit keygen 2.83 seconds/key
RSA 2048 bit encryption 672 times/second
RSA 2048 bit decryption 12 times/second

RSA 2048 bit signing 12 times/second
RSA 2048 bit verification 715 times/second

DSA keygen 1.23 seconds/key
DSA signing 137 times/second

DSA verification 70 times/second
EC-MODP keygen 0.20 seconds/key

EC-MODP ElGamal encrypt 45 times/second
EC-MODP ElGamal decrypt 90 times/second

EC-MODP DSA sign 87 times/second
EC-MODP DSA verify 44 times/second

EC-GF2N keygen 0.10 seconds/key
EC-GF2N ElGamal encrypt 31 times/second
EC-GF2N ElGamal decrypt 61 times/second

EC-GF2N DSA sign 60 times/second
EC-GF2N DSA verify 30 times/second



All tests were conducted with 600MHz PIII



25 VPNet

The VPNware 3.0 family of products provides unmatched levels of performance,
manageability, and IPSec security to allow organizations of all sizes to take full
advantage of the cost savings, productivity, and business relationship-enhancing
benefits of virtual private networks.

 VSU™ Series of VPN Gateways
 VSUs are dedicated, hardware-based VPN gateways that enable secure data

communications over public IP networks.
 VPNremote™ Client
 VPNremote is a Windows® compatible software product that provides secure

authenticated access to enterprise network resources and applications over the
Internet.

 VPNmanager™ Series
 The VPNmanager Series provides network administrators with comprehensive

VPN policy management solutions.

25.1 VPN Gateways

VPNware™ VPN Service Units (VSUs) are dedicated, hardware-based VPN gateways
that enable secure data communications over public IP networks such as the Internet. As
a building block of the VPNware System, VSUs provide standards-based IPSec services
that enable organizations to securely connect remote users, branch offices, partners, and
customers to enterprise networks. VSUs provide unmatched levels of performance,
manageability, and security that allow organizations of all sizes to take full advantage of
the cost savings, productivity, and business relationship-enhancing benefits of virtual
private networks.

Fortified Solutions Deliver Private Data Communications

VSUs give you the confidence to run your business-critical data and applications across
public IP networks. How? By delivering IPSec 3DES encryption, data integrity and
authentication, and key management. VSUs support a range of two-factor user
authentication methods -- RADIUS servers, RSA SecurID™ tokens, SmartCards, and
digital certificates -- so you can be sure of who's accessing your VPN.

All VSUs offer additional robustness via resilient VPN tunneling. VSUs continually
sense endpoint availability and automatically transition tunnels to a secondary VSU in
the event of a data link failure. The VSU-7500 offers an additional level of fault
tolerance by providing high-availability hardware features such as redundant Ethernet
interfaces, IPSec processors, power supplies, and cooling fans. The complete VSU
series are delivered in tamper-evident enclosures that meet the FIPS 140-1 Level 2
standard.

VSU-100 VSU-2000 VSU-5000 VSU-7500



Description Low-cost, entry-
level VPN gateway

Mid-range VPN
gateway

High-capacity VPN
gateway

High-availability
VPN gateway with

hardware
redundancy

Simultaneous
Tunnels

Up to 100 Up to 1,000 Up to 5,000 Up to 7,500

Throughput 16 Mbps 45 Mbps 90 Mbps 100 Mbps
Typical Users Small enterprise,

branch/partner
office, or home

office

Mid-sized
enterprise,

branch/partner office

Large enterprise Large enterprise,
managed VPN data

service provider

Bandwidth Fractional T1/E1,
xDSL, cable

modem, ISDN

Up to T3/DS3 Up to Full Duplex
T3/DS3

Up to Line Speed
Fast Ethernet

Applications Remote access up to
100 users, intranets,

extranets

Remote access up to
600 users, intranets,

extranets

Remote access up to
5,000 users, high

bandwidth intranets
and extranets

Remote access up to
7,500 users, high

bandwidth intranets
and extranets,

application hosting,
managed VPN

services requiring
hardware

redundancy

Wire Speeds Keep Networks and Users Performing

The VSU series of VPN gateways give you all the benefits of VPNs without creating
the performance bottlenecks that slow your network to a crawl. Because unlike firewall-
or router-based VPN solutions, each VSU features dedicated IPSec packet-processing
engines and real-time data compression designed specifically to handle high-bandwidth
VPN services. The result? Wire-speed performances ranging from 16 Mbps to 100
Mbps for 3DES-encrypted IPSec traffic, and bridging of non-VPN traffic at even higher
speeds. So whether you're managing thousands of remote access users, or delivering
voice-over-IP with service level agreements, your network will continue to perform.
Since all the VPN services are transparent to your users, they'll enjoy easy access to
network resources, increased productivity, and improved business efficiency without the
burden of unnecessary complexity.

Scalable Architecture Enables Flexible Networking

Your network should enable, not inhibit, the growth of your business. The VSU series
of VPN gateways, with its VPNos™ operating system, provides a security solution that
scales with your networking needs. Scalability starts with industry-leading, IPSec
performance and ICSA-certified interoperability. Scalability also means removing the
bottleneck associated with managing large remote user groups. Because the associated
building and re-keying of IPSec tunnels is computationally intensive, VSUs feature a
dedicated engine to process IPSec security associations.

Making VPNs scalable means more than just compatibility, tunnel processing power,
and throughput. An additional challenge is how to quickly and easily update remote site
and user configurations for large or complex VPNs. VSUs accomplish this by
leveraging the scalable client/server architecture of VPNmanager™, which is built on
an LDAP directory server backbone. Using VPNmanager, policy changes are made at
the directory server rather than locally at each VSU. Then, they're securely propagated



via a fast and efficient communication protocol, with multiple devices being updated
simultaneously.

Easy Deployment and Network Integration

As a layered network security solution, VSUs integrate easily with existing firewalls,
routers, and servers on enterprise networks, as well as provide an integrated interface to
service provider managed IP backbones. VSUs support full-featured dynamic routing
and QoS-enabled networking capabilities, making them easy to install, configure, and
maintain in networks of all sizes and complexity.

Integrated Firewall Protection

All VSUs provide a comprehensive set of firewall features based on stateful inspection
and packet filtering technologies. The advanced firewall functionality further enhances
the protection of private networks by providing a high level of security policy
granularity and a rich set of attack prevention mechanisms. VPNmanager integrates
both firewall and VPN policy management within a simple-to-use GUI-based Java
console, making the VSUs a complete perimeter security appliance without sacrificing
ease-of-use.

25.1.1 Features

Data Encryption
 DES encryption (56-bit key)
 Triple DES (EDE-CBC) encryption1 (168-bit key)

Data Authentication
 Keyed MD5™ AH Message Digest Algorithm (RFC 1321)
 HMAC-MD5 and HMAC SHA-1 (RFC 2401)

User Authentication
 LDAP
 RADIUS
 RSA SecurID™ tokens (including New Pin/Next Token Modes)
 X.509v3 certificates (IKE key management)

Compression

 Stac™ Lempel-Ziv data compression

IPSec Security Services

 AH - Authentication Header (RFC 2402)
 ESP - Encapsulating Security Payload (RFC 2406)
 Tunnel and Transport Modes
 Full IPSec compliance (RFC 1825-1829, 1851, 2401-2410, 2412, 2451)

Key Management



 IKE key management: key updates configurable starting from 60 seconds (RFC
2409)

 SKIP key exchange: keys updated every 30 seconds
 Manual key exchange

Firewall

 Stateful inspection-based firewall providing strong attack prevention against
DOS (denial of service), Syn flood, ICMP flood, port scan, and many more.

Network Address Translation (NAT)
 Supports static, dynamic, and port mapping
 Client IP address pool for remote access clients

Quality of Service

 DiffServe packet classification (RFC 2474)

Routing Support
 Default router auto-discovery using ICMP packets
 RIPv1 and RIPv2 routing for VPN traffic
 Static routes

Digital Certificates
 X.509v3 for management and IPSec communication
 PKCS#7/10/11/12
 Compatible with Entrust, RSA, Baltimore, VeriSign, IBM, Microsoft, Netscape,

and Xcert certificate authorities

System Management

 Configuration and monitoring via VPNmanager
 Monitoring from any application with SNMPv1
 Configuration traffic secured through SSL
 Syslog event and usage logging

Remote Client Support
 VPNremote™ Client for Windows 95/98, Windows NT, Windows 2000
 Simultaneous VPN and Internet access (split tunneling)
 Compatible with major Windows dialers

Physical Security

 Tamper-evident enclosure (FIPS 140-1 Level 2)

25.1.2 Specifications

VSU-100 VSU-2000 VSU-5000 VSU-7500
Dimensions - 7.75" x 6.5" x 1.9" (19.7 cm

x 16.5 cm x 4.8 cm)
- Wall mountable

- 17.5" x 11.5" x 1.75" (44.5
cm x 29.2 cm x 4.45 cm)

- 1U high
- 19" rack mountable

- 17.0" x 13.5" x 3.5" (43.2
cm x 34.3 cm x 8.9 cm)

- 2U high
- 19" rack mountable

- 17.0" x 14.9" x 3.5" (43.2
cm x 38.0 cm x 8.9 cm)

- 2U high
- 19" rack mountable



Weight 2.75 lbs. (1.24 Kg) 8 lbs. (3.6 Kg) 17 lbs. (7.7 Kg) 20 lbs. (9 Kg)

LAN Interface Two 100BaseT Ethernet
ports

Two 100BaseT Ethernet
ports

Two 100BaseT Ethernet
ports

Four 100BaseT Ethernet
ports

Management
Interfaces

RS-232 and 100BaseT
Ethernet

RS-232 and 100BaseT
Ethernet

RS-232 and 100BaseT
Ethernet

RS-232 and 100BaseT
Ethernet

High
Availability

Features

VSU-7500 redundant hardware features:
- Ethernet interfaces

- Encryption processors
- Power supplies (hot-swappable)
- Cooling fans (hot-swappable)

Power
Requirements

- 100-240 VAC
- Input frequency: 60/50 Hz
- AC input current: 1.0-0.5

Amps

- 100-240 VAC
- Input frequency: 60/50 Hz
- AC input current: 1.0-0.5

Amps

- 100-240 VAC
- Input frequency: 60/50 Hz

- AC input current: 2.5 Amps

- 115-230 VAC
- Input frequency: 60/50 Hz
- AC input current: 6.0-3.0

Amps
Operating

Environment
- Temperature: 32° to 104° F, 0 to 40°C

- Relative Humidity: 5 to 90% (non-condensing)
- Altitude: 0-12,000 feet, 3660 meters

Safety
Certification

UL, CSA, CE, CB Scheme

EMI/RFI - FCC Part 15, Class A, CISPR 22/85A
- VCCI, BSMI

Warranty 12-month warranty. Extended support contracts available.

Part Numbers P/N 11-0501: VSU-100
3DES

P/N 11-0502: VSU-100 DES
P/N 11-0503: VSU-100R

3DES
P/N 11-0504: VSU-100R

DES

P/N 11-0601: 3DES
P/N 11-0602: DES

P/N 11-0701: 3DES
P/N 11-0702: DES

P/N 11-0801: 3DES
P/N 11-0802: DES

25.2 VPNRemote Client

VPNremote is a Windows® compatible software product that provides secure
authenticated access to enterprise network resources and applications over the Internet.
As a building block of the VPNware System, VPNremote enables enterprises to
leverage the global access and low cost of public networks for their remote access users.
Using standards-based IPSec technology, VPNremote extends the integrity and
confidentiality of data traveling outside of enterprise networks by providing encryption,
compression, and authentication.

Focus on Ease-of-Use

VPNremote overcomes the complexities typically faced in deploying a remote access
solution. Easy installation and hands-off dynamic configuration dramatically reduce the
burden on end users. An intuitive graphical user interface (GUI) based Connection
Manager lets users easily log on to their VPNs by simply selecting a pre-configured
User Profile and entering a password. User Profiles can be exported to enable roaming,
allowing users to connect to their VPNs from any computer hosting VPNremote.

Manage Thousands of Users
The update and delivery of VPN policy information is performed automatically in
VPNremote. The Dyna-Policy™ download feature allows easy and scalable
administration of VPNremote. It eliminates the need for users to set up and manage
their VPN configuration by automatically updating remote users with new policy
information when they access their VPNs. Policy information for remote users is stored
in an LDAP directory server providing performance and scalability that can
accommodate large user groups. Administration and control of VPN policy, including



the option to block non-VPN traffic, is placed where it belongs -- with the security
administrator.

Leverage the Benefits of Public Key Infrastructure

PKI holds the promise of enabling the growing wave of e-commerce applications by
providing the infrastructure required to manage and enforce the underlying trust
relationships. VPNremote makes using this emerging technology easy. Its intuitive
Certificate Manager offers a simple-to-use GUI that lets users easily request, retrieve,
view, and manage digital certificates. In addition to secure remote access, VPNremote
also provides an ideal platform for deploying certificate-enabled applications by
supporting the distribution and management of digital certificates. Support for
SmartCards enhances the security of VPNremote by offering additional protection for
users' keys and certificates.

Features
Data Encryption

• DES encryption (56-bit key)

• Triple DES (EDE-CBC) encryption¹ (168-bit key)
Data Authentication

• Keyed MD5™ AH Message Digest Algorithm (RFC 1321)

• HMAC-MD5 and HMAC SHA-1 (RFC 2401)
User Authentication

• LDAP

• RADIUS

• RSA SecurID™ tokens (including New Pin/Next Token Modes)

• X.509v3 certificates (IKE key management)
Compression

• Stac™ Lempel-Ziv data compression
IPSec Security Services

• AH - Authentication Header (RFC 2402)

• ESP - Encapsulating Security Payload (RFC 2406)

• Tunnel and Transport Modes

• Full IPSec compliance (RFC 1825-1829, 1851, 2401-2410, 2412, 2451)
Key Management

• IKE key management

• SKIP key exchange

• Manual key exchange



Digital Certificates
• RSA keys, X.509v3 certificates

• PKCS#7/10/12

• CRS protocol (Certificate Request Syntax)

• PKCS#11 SmartCard Interface

• Compatible with Entrust, RSA, Baltimore, VeriSign, IBM, Microsoft, Netscape,
and Xcert certificate authorities

Application Compatibility
• Operates with any IP-based software application

Software Driver Interface
• Network Device Interface Specification (NDIS)

Configuration
• .INI file pre-configures software during installation

• Dyna-Policy™ download automatically updates VPN policy at logon

• Dynamic DNS redirection

• Simultaneous VPN and Internet access (split tunneling)

25.3 VPNmanager™ Series

Intuitive and Scalable "VPN-Centric" Management The VPNmanager Series provides
network administrators with comprehensive VPN policy management solutions. As a
building block of the VPNware System, VPNmanager is easy to deploy and use, and
offers unmatched performance and scalability. Its unique "VPN-centric" design
logically represents VPNs in terms of their VSU™ gateways, protected network
resources, remote users, and policy relationships. VPNmanager provides an intuitive
graphical user interface (GUI) that enables administrators to easily define, configure,
manage, and monitor VPNs.

Built on a client/server architecture that combines a Java™ console and an LDAP
directory server, VPNmanager delivers the scalability and performance required to
effectively manage thousands of VPNs. The console is de-coupled from the underlying
directory server to enable enterprises to distribute VPN management responsibilities to
multiple administrators. VPNmanager permits an organization to define policy-based
roles and privileges, allowing VPN management to closely mirror existing policy
administration. The console can be distributed anywhere on the network with all
management traffic protected by SSL.

Network-Wide Control: From the VPNmanager console, administrators can check the
status of VSU gateways; add branch sites and remote users; monitor performance; or
update VPN security, firewall, and QoS policy. VPNmanager enables system-wide
policy-based control of VPNs from a centralized database. This approach is inherently



simpler than managing VPN add-ons within individual devices, like routers and
firewalls, one at a time. Alarm reports and monitoring statistics generated by
VPNmanager enable a quick response to hardware, network, or security problems.

Seamless Network Integration : VPNmanager enables control of dynamic routing, NAT,
packet filtering, and QoS capabilities of the VSUs as integrated components of VPN
policy. This reduces the complexity of deploying, managing, and integrating VSUs
within complex networks and managed backbones. It also shortens deployment times
and reduces disruption that results from loading configurations on multiple devices.

Supports Networks of all Sizes and Complexity: VPNmanager is available in mall
Office, Enterprise, and Service Provider editions, each designed to meet the unique
customer needs. All editions leverage the performance and extensibility of the LDAP
directory server.

The Small Office Edition features a tightly-coupled structure that allows for simple,
cost-effective installation and management. The Enterprise Edition adds capacity and
flexibility by supporting multiple distributed role-based administrators within a single
administrative domain.

The Service Provider Edition further extends capacity by supporting an unlimited
number of administrative domains. This allows managed VPN service providers to
distribute control of user administration to customer organizations, and protects
customers' VPNs by partitioning them into isolated administrative domains.

Small Office
Edition

Enterprise
Edition

Service Provider
Edition

VPNs Unlimited Unlimited Unlimited
Remote Users Unlimited Unlimited Unlimited

VSUs 5 Unlimited Unlimited
Administrative Domains 1 1 Unlimited
Distributed Role-Based

Administration (1 domain)
No Yes Yes

Viewing Options Graphical
Network, Tree

Graphical
Network, Tiled,

Tree

Graphical
Network, Tiled,

Tree
Product Numbers P/N 12-0001:

3DES encryption
P/N 12-0002:

DES encryption

P/N 12-0101:
3DES encryption

P/N 12-0102:
DES encryption

P/N 12-0201:
3DES encryption

P/N 12-0202:
DES encryption

Features

 Client/Server Architecture
 Java-based GUI console
 Netscape® Directory Server included with all editions
 Policy Management
 VPNs, User Groups, IP Groups, VSUs, and VPNremote clients
 Dyna-Policy™ remote user authentication: RADIUS, LDAP, RSA SecurID™

tokens (New Pin/Next Token Modes), Smart Cards



 VPNremote™ Client dynamic policy configuration
 Encryption, compression, and authentication
 IPSec key management (IKE, SKIP, Manual)
 Packet filtering firewall
 VPN tunnel failover
 Configuration and Network Integration
 Static routes, dynamic routing (RIPv1 and RIPv2, default router auto-discovery)
 IP address pools, Network Address Translation (NAT)
 Quality of Service (DiffServ packet classification)
 Monitoring, Alarms and Statistics
 View by VPN, group, client, or globally
 View packet counts: input, output, and discarded per port
 View active VPNs and remote user session activity
 Administrative audit trail
 GUI Report Wizard: configure alarms for errors, attacks, VSU status
 IPSec session statistics
 Alarm response: launch external application on event
 Digital Certificates
 X.509v3 Certificates (PKCS# 7/10/12)
 SSL security for configuration management traffic
 Compatible with Entrust, RSA, Baltimore, VeriSign, IBM, Microsoft, Netscape,

and Xcert certificate authorities
 Third-Party Network Management Platforms
 HP OpenView Network Node Manager

Specifications

Directory Server

Microsoft Windows NT 4.0 Workstation / Windows 2000
-- 64 MB RAM minimum, 128 MB recommended
-- 100 MB free hard disk storage
-- LAN adapter

Sun Solaris 2.6

-- 64 MB RAM minimum, 128 MB recommended
-- 100 MB free hard disk storage
-- LAN adapter

25.4 VPNmanager Console

Microsoft Windows NT 4.0 Workstation / Windows 2000
-- 64 MB RAM minimum, 128 MB recommended
-- 100 MB free hard disk storage
-- LAN adapter
Sun Solaris 2.6
-- 64 MB RAM minimum, 128 MB recommended
-- 100 MB free hard disk storage



-- LAN adapter


